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3AKOH YKPAITHH

IIpo ocHoBHI 3acaau 3a0e3nmeveHHs Ki0epOe3neku YKpaiHu

(Binomocti BepxosHnoi Paau (BBP), 2017, Ne 45, ¢1.403)

{13 3minamu, éHecenumu 32i0HO i3 3aKOHamu

Ne 2469-VIII Bix 21.06.2018, BBP, 2018, Ne 31, cm.241

Ne 720-IX Bix 17.06.2020, BBP, 2020, Ne 47, cm.408

Ne 912-1X Bix 17.09.2020

Ne 1591-1X Bix 30.06.2021 - 8800umucs 6 diro 3 01.08.2022
Ne 1882-IX Big 16.11.2021

Ne 1907-1X Bim 18.11.2021

Ne 2130-IX Big 15.03.2022

Ne 2470-1X Bix 28.07.2022;

Ile#i 3akoH BHW3HAYA€ MPABOBI Ta OpraHi3aliifHIi OCHOBHU 3a0€3MEYCHHS 3aXHUCTy >KHTTEBO
BOKJIMBHUX 1HTEPECIB JIIOJIMHU 1 TPOMAJITHIHA, CYCITIJILCTBA TA JIEP)KaBH, HAIlIOHAIBHUX 1HTEPECIB
VYkpainu y kibeprnpocTopi, OCHOBHI 1T, HAIIPSMHU Ta MPUHLUIHN JEP>KaBHOI MOJITHKU Y cdepi
KiOepOe3neKky, MOBHOBAXEHHS JIePKaBHUX OpraHiB, IMANMPUEMCTB, YCTaHOB, OpraHizarlii, ocid Ta

KibepOe3nexwu.
Crarrsa 1. BuzHaueHHs TepMiHiB
VY npomy 3aKkoHi HaBeJEHI HUKYE TEPMIHHM BKUBAIOTHCA B TAKOMY 3HAYCHHI:

1) inaukaropu KiGep3arpo3 - MOKAa3HMKHM (TEXHIYHI JaHi), 110 BUKOPHUCTOBYIOTBHCS JJIs
BUSBIICHHS Ta pearyBaHHs Ha Kibep3arposu;

2) indopmaris npo iHIHUIEHT KibepOe3neku - BiIOMOCTI Mpo O0OCTaBUHU KiOEpiHIUACHTY,
30KpemMa Ipo Te, siKi 00’ €KTH K10ep3axuCTy 13a AKX YMOB 3a3HAJIM KiOepaTakH, sIKi 3 HUX YCITIITHO
BUSIBIICHI, HEUTPaIi30BaHi, SKHM 3ar00Iriu 3a TIOTIOMOTOIO SIKUX 3ac00iB KiOep3axucry, y ToMy
YUCIT 3 BUKOPUCTAHHAM SIKUX 1HIUKATOPiB Kibep3arpos;

3) iHuuAeHT kibepOe3neku (naii - KiOepiHIUACHT) - oAl ab0 psAJl HECHPUATIMBUX MOAIN
HEHaBMMCHOT'O XapakTepy (IpUPOAHOI0, TEXHIYHOI0, TEXHOJIOTIYHOI0, TIOMHUIKOBOIO, Y TOMY
YUCITl BHACHIOK [ii JIOJChKOTO ¢akrtopa) Ta/abo Takux, IO MaKTh O3HAKA MOMKIJIMBOL
(moTeHuiitHOT) KiOepaTaku, sSIKi CTAHOBJISATH 3arpo3y Oe3Melll CUCTEM eJIeKTPOHHUX KOMYHIKaIlii,
CUCTEM YIOPAaBIIHHSA TEXHOJIOTIYHUMHU NPOLECaMH, CTBOPIOIOTh IMOBIPHICTh HOPYIIEHHS
IITaTHOTO peXUMYy (DYHKIIOHYBaHHSA TakUX cHCTeM (y TOMY YHCIi 3pHUBY Ta/ab0 OJOKyBaHHS
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poboTH cucTemMu, Ta/ab0 HECaHKIIIOHOBAHOTO YIPAaBIiHHSA ii pecypcamu), CTaBJIATH IiJ] 3arpo3y
0e31eKy (3aXUIIEHICTh) eIEKTPOHHMX 1HPOPMaLIHHIX PecypciB;

4) xibeparaka - crpsiMoBaHi (HaBMHCHI) Iii B KiOepmpocTopi, sKi 3I1MCHIOIOTBCSA 3a
JIOTIOMOTOI0  3aCO0IB €JIEKTPOHHUX KOMYHIKallii (BKIOYarouu iH(OpMaliiHO-KOMYHIKalliiHI
TEXHOJIOT1i, MPOTpaMHi, MPOrpaMHO-anapaTHi 3aco0u, 1HIII TEXHIYHI Ta TEXHOJIOTIYHI 3aCO0M 1
oOyasiHaHHs) Ta CHOPSIMOBAHI Ha JIOCATHEHHS OJHIET a00 CyKYyMHOCTI TaKMX LIJI€i: MOpYyIIEHHS
KOH(1IEHIIIHOCT], IUTICHOCTI, JOCTYNHOCTI €JNeKTPOHHMX 1H(OpMaIiiHUX pecypciB, IO
00poOIIsAIOTECSL  (TepeatoThes, 30epiraloThCsi) B KOMYHIKAIIWHUX Ta/ab0 TEXHOJIOTIYHUX
cucTeMax, OTPUMaHHSI HECaHKI[IOHOBAHOTO JOCTYIY JI0 TaKHX PECypcCiB; MOpPYIIEHHS O€3MeKH,
CTaJIOTO, HAJIHOrO Ta IUTATHOIO pEXUMY (YHKIIOHYBaHHS KOMYHIKaLIWHHUX Ta/abo
TEXHOJIOTIYHUX CHCTEM; BHKOPHCTAaHHS KOMYHIKalliiHOi cucTeMH, ii pecypciB Ta 3acobiB
€JIEKTPOHHMX KOMYHIKAIIiil 1S 341l iCHeHHS KibepaTak Ha 1HII 00’ €KTH KiOep3axucTy;

5) kibepOe3mneka - 3axXHUIIEHICTb JKUTTEBO BAXIMBUX IHTEPECIB JIIOJUHHU 1 TPOMaJSHHHA,
CYCIIJILCTBA Ta JICPKABH ITi]] Yac BUKOPHCTaHHS KiOEpIIpocTopy, 3a K01 3a0e31MedyI0ThCs CTaINH
PO3BHUTOK 1H(POPMALIHHOTO CYCHUIbCTBA Ta HUPPOBOTO KOMYHIKAaTUBHOTO CEpEeIOBHINA,
CBOEYACHE BWABJICHHS, 3amoOiraHHs 1 HEWTpami3aiis peadbHUX 1 TMOTCHIIIHHUX 3arpo3
HallloHaJIBHIH Oe3rneni Ykpainu y kibepmpocropi;

6) xibep3arpo3a - HasBHI Ta MOTEHIIIIHO MOXJIMBI SIBUIIA 1 YMHHUKH, L0 CTBOPIOIOTh
HeOe3MeKy KUTTEBO BAXKJIMBUM HalllOHAJIbHUM 1HTEpecaM Y KpaiHu y KibepnpocTopi, CIPaBIIsiOTh
HEraTUBHMI BIUIMB Ha CTaH KibepOe3neku Jep:kaBy, Kibepoe3neky Ta kibep3axuct ii 00’ €KTiB;

7) kibep3axucT - CYKYyIHICTh OpPTaHi3alliifHUX, IPABOBUX, 1HKEHEPHO-TEXHIYHUX 3aXO/IiB, a
TAaKOXX 3aXOJiB KpHUNTOrpa)iyHOro Ta TEXHIYHOrO 3aXUCTy iH(opmarii, COpsMOBaHHMX Ha
3amno0iraHHs KiOepiHIMECHTaM, BUSBICHHS Ta 3aXUCT BiJ KiOeparTak, JIKBiJaIlilo X HACIiIKIB,
BiJTHOBJICHHSI CTQJIOCTI 1 HaIHHOCTI (DYHKIIIOHYBaHHS KOMYHIKaIlIHHUX, TEXHOJIOTTYHUX CHCTEM;

8) KiOep3mouuH (KOMIT'IOTEpHUI 3J0YMH) - CYCHUIBHO HeOe3NeuHe BHUHHE [iSHHS Y
kibeprnpocTopi Ta/abo 3 HOro BUKOPUCTAHHSM, BIINOBLIAJIBHICTh 32 fIKe mepeadayeHa 3aKOHOM
VYkpaiHu npo KpUMiHANbHY BiANOBIAAJbHICTE Ta/ab0 sKe BU3HAHO 3JI0YMHOM MIKHApPOJIHUMH
JIOTOBOPAMH Y KpaiHu;

9) Ki6Eep3TOUMHHICTD - CYKYIHICTh KiOep3JI04YHHIB;

10) kiGepobopoHa - CYKYMHICTh MOJITUYHUX, E€KOHOMIUHHUX, COIlabHHUX, BIHCHKOBUX,
HayKOBHMX, HAYKOBO-TEXHIYHMX, 1HPOPMAIIIIHIX, MPAaBOBUX, OpraHi3aliiHUX Ta 1HIIKUX 3aXO0/IB,
K1 3/11HCHIOIOTECS B KIOEpIpOCTOpi Ta CIIPsIMOBaHI Ha 3a0e3Me4eHHs 3aXUCTY CYBEpPEHITETYy Ta
00OpOHO3/1aTHOCTI JIep>KaBH, 3ano0IraHHd BUHUKHEHHIO 30pOWHOTO KOHQIIKTY Ta BIACIY
30poitHiii arpecii;

11) xiGepmpocTtip - cepemoBuile (BIpTyaJbHUM MPOCTIP), SAKE HAMAE MOMIIMBOCTI IS
3MIMCHEHHS KOMYHIKaliii Ta/abo peanizamii CyCHiIBHUX BiJTHOCHH, YTBOPEHE B pe3yJbTaTi
(yHKITIOHYBaHHS CYMICHHX (3’ €THAHUX ) KOMYHIKAIIIHHUX CHCTEM Ta 3a0€3MEeUeHHS eJIEKTPOHHUX
KOMYHIKaIliif 3 BUKOPUCTaHHIM Mepexi [HTepHeT Ta/abo iHIIMX II00aJbHUX MEpeX Iepenadi
JaHUX;

12) xkibGeppo3Bigka - ISIBHICTb, IO 3A1MCHIOETHCS PO3BIAYBAJBHUMHU OpraHaMu Yy
kibeprpocTopi abo 3 1Oro BUKOPUCTAHHSM;



13) xiGepTepopusM - TEPOPUCTUYHA AiSUIbHICTh, IO 3A1HCHIOETHCSA Y KibepmpocTopi abo 3
JOTO BUKOPUCTAHHSIM;

14) xiOepumIMUTyHCTBO - INMUTYHCTBO, IO 3IIACHIOEThCS y Kibepmpoctopi abo 3 iforo
BUKOPUCTAHHAM,

15) xpurnuna iHdopMmarmiiiHa 1HQpPACTPYKTypa - CYKYNHICTH OO’€KTiB KPHUTUYHOI
iH(dopmariiHoi iHQpacTpyKTypH;

{IIynkm 16 uacmunu nepwioi cmammi 1 euxioueno Ha niocmasi 3axony Ne 1882-1X 6io
16.11.2021}

17) HamioHanpHa  TelneKOMyHIKaliiHa  Mepexa -  CYKYHHICTh  CIeHiaJIbHUX
TEJIEKOMYHIKALIHHUX CUCTEM (MEpexk), CUCTEM CHEIiabHOTO 3B’SA3KY, IHIIMX KOMYHIKAI[iHUX
CUCTeM, SIKIi BUKOPHUCTOBYIOTHCSI B 1HTepecax OpraHiB Jep>KaBHOI BIAJHM Ta OpraHiB MiCIIEBOTO
CaMOBDSIIyBaHHs, TPABOOXOPOHHUX OPraHiB Ta BIHCHKOBUX (POpPMYyBaHb, YTBOPEHHX BiJIIOBITHO
0 3aKOHy, NpH3HadYeHa g o0iry (mepedaBaHHs, NPUHMaHHS, CTBOPEHHS, OOpPOOJICHHS,
30epiraHHs) Ta 3aXHUCTy HAIlOHAIBHUX iH(POpPMaLIMHUX pecypciB, 3a0e3NedeHHs] 3aXUIICHUX
CICKTPOHHMX KOMYHIKaIliif, HaJaHHSA CIEKTpa CydYacHHX 3axXxWIICHHX iHpOpMaIiiitHo-
KOMYHIKaI[iiHUX (MyJbTUCEPBICHHX) MOCIYT B 1HTEpEcaxX 3[IACHEHHS YIIPABIIHHS JEPKaBOIO y
MUPHHI 4Yac, B yMOBaX HaJI3BUYalHOTO CTaHy Ta B OCOOJMBUU MeEpioj, Ta SKa € MEPEkKero
(cucTemMo10) MOABIMHOTO MPHU3HAUYEHHS 3 BUKOPUCTAHHSAM YaCTHHHU Ii pecypcy A HaJaHHS
MOCITYT, 30KpeMa 3 Kibep3axucTy, 1HIINM CIIOKUBaYaM;

18) HamioHanbHI €NeKTPOHHI 1H(pOpMaliiiHI pecypcu (Aail - HaliOHaNbHI 1H(OpPMaliiiHI
pecypcu) - cHCTEMaTH30BaHI €JEKTPOHHI 1H(opMaliiiHi pecypcu, fKi MICTATh 1H(pOpMaIliio
HEe3aJeKHO B BUIY, 3MICTy, (OpMH, 4yacy 1 Micls ii CTBOpEHHS (BKJIIOYAOUM MyONiuyHYy
iHpopMalito, AepkaBHI iHGopMaliiHI pecypcu Ta iHIIY iH(pOpMaIl0), NpPU3HAYECHY JUIs
3aJI0BOJICHHSI JKUTTEBO BAXJIMBUX CYCHUIBHUX MOTpeOd TrpoMajsHUHA, OCOOM, CYCIIIbCTBA 1
nepxkasu. [1ix enexkTpoHHUME iH(pOpPMALIfTHUMU pecypcaMu po3yMieTbest Oy ib-sika iH(opMmariis,
110 CTBOpEHa, 3anucana, o0pobieHa abo 30epexeHa y HuQpoBiii U 1HIIIA HemMaTepianbHii hopMi
32 JIOOMOrOI0  €JEKTPOHHUX, MATrHITHHUX, €JIEKTPOMAarHiTHUX, ONTHUYHHUX, TEXHIYHHX,
nporpamMHuX abo 1HIIMX 3ac00iB;

18") HamioHnanpHuii EHTP pe3epPBYBaHHS JEPKABHUX IH(QOPMAIIHHUX pPeECypCiB -
OopraHizoBaHa CyKYIHICTb OO0’€KTiB, CTBOPEHHUX 3 METOI0 3a0e3MeYeHHs] HaIIHHOCTI Ta
Oe3nepebiifHOCTI poOOTH JepxkaBHUX iH(GOpPMAIIHUX pecypciB, Kibep3axucTy, 30epiraHHs
HaIllOHAJFHUX EJIEKTPOHHUX 1H(GOPMAIITHUX PECYpCiB, PE3EPBHOTO KOIIOBaHHS 1H(pOpMAIii Ta
BIJOMOCTEHl HAIllOHAJILHUX €JEKTPOHHUX 1H(OpMAIiiHUX pecypciB Jep)KaBHUX OpraHiB,
BiliCbKOBUX ()OpMYyBaHb, YTBOPEHHUX BIAMOBIAHO O 3aKOHIB, IMANPUEMCTB, yCTaHOB Ta
oprasi3ariu;

{Qacmuny nepwyy cmammi 1 donosueno nynkmom 18" 32iono iz 3axonom Ne 1907-1X 6io

18.11.2021}

19) 06’exT KpUTHYHOI iH(OpMAIifHOT iIHPPACTPYKTYPH - KOMYHIKaliliHa a00 TEXHOJIOT14HA
cucteMa 00’e€KTa KpUTHYHOI 1H(pACTpyKTypH, KibepaTraka Ha Ky Oe3mocepelHbO BIUIMHE Ha
crajne (pyHKIIOHyBaHHS TaKOTo 00’ €KTa KPUTUYHOI iIHPPACTPYKTYPH;

20) cuctema ympaBiiHHS TEXHOJIOTIYHUMH IpolecaMu (Aali - TEXHOJOTIYHa cucTeMa) -
aBTOMaTH30BaHa a00 aBTOMAaTHYHA CUCTEMA, SIKa € CyKYITHICTIO 00JIaJHaHHs, 3ac001B, KOMIUIEKCIB
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Ta cHUCTeM OOpOOKH, mepejayi Ta MpUHMaHHS, NMPU3HAYCHA IS OpraHi3aliifHOTO YNpaBIIiHHS
Ta/abo ympaBIiHHSA TEXHOJIOTIYHUMHU TMpolecaMy (BKIIOYAIOUM IPOMUCIIOBE, EJIEKTPOHHE,
KOMYHIKaIliiHe oOjagHaHHs, 1HII TEXHIYHI Ta TEXHOJIOTTYHI 3aCO0M) HE3aJIC)KHO BiJ HASIBHOCTI
JOCTYITy CUCTEMH JI0 Mepeki [HTepHeT Ta/abo iHIMX TTo0aIbHUX MEPEX Mepeaadi JaHuX;

21) cuctemMH €JNEKTPOHHUX KOMYHIKaLii (Jami - KOMYHIKAIiiiHI CHUCTeMH) - CHUCTEMHU
nepeaaBaHHs, KOMyTaIlii a0 MapmpyTu3ailii, 00aJHaHHS Ta 1HII pecypcH (BKIFOYAI0YH TACHBHI
MEpeXeBi eIEMEHTH, sSIKi Jal0Th 3MOTY MepelaBaTH CUTHAJH 3a JI0IIOMOT0I0 ITPOBOIOBUX, Pajio-,
ONTUYHUX a00 1HIIKX €JIEKTPOMArHITHUX 3ac001B, MEepeki MOOUIBHOTO, CYITyTHUKOBOTO 3B SI3KY,
eJIEKTPUYHI KabelbHI MepeXi B YaCTHHI, B SIKIi BOHM BHUKOPHCTOBYIOTHCS JUIs LiJieH mepenadi
CUTHAJIB), 1110 3a0€e3MeYyl0Th €JIEKTPOHHI KOMYHIKallil (epefady eleKTpOHHUX 1HQOopMaIiitHux
pecypciB), y TOMYy YHCIi 3ac00U 1 IPUCTPOT 3B’ 43Ky, KOMIT IOTEpH, 1HIIIa KOMIT IOTepHa TEXHIKa,
1H(pOpMaLIHHO-TEJIEKOMYHIKAIlIiHI CUCTEMH, K1 MalTh JOCTYyH OO0 Mepexi IHTepHeT Ta/abo
IHIIMX TTI00ATBHUX MEPEeX Mepeadi JaHHX;

22) cucTemMa aKTHUBHOI MPOTHAII arpecii y KiOepmpocTopi - CyKYIHICTh OpraHizamiiHHX,
MIPaBOBUX, HAYKOBHUX Ta TEXHIYHUX 3aXOiB, COPSIMOBAHMX Ha IiJBUIICHHS PiBHA KiOep3axucry
Jep’KaBU TIUIIXOM 3IIMCHEHHS BIUIMBY Ha iHGoOpMarlliiiHi (aBTOMaTH30BaHi), €JIEKTPOHHO-
KOMYHIKalliifiHi,  iHpOpMaliiHO-KOMYHIKallifHI  CHCTeMH  Jep)KaBH-arpecopa, JpKepesa
MOXO/KEHHS Kibep3arpo3 Ta Kibepartak;

{Hacmuny nepwy cmammi 1 donoeneno nynkmom 22 32i0no i3 3axonom Ne 2470-1X 6io
28.07.2022}

23) akTMBHaA TPOTHUIIA arpecii y KiOepmpocTopi - i, CIpsMOBaHI Ha MiABUIICHHS PIBHSA
Ki0ep3axucTy IUIIXOM HeWTpamizamii kibeparak JIep)aBH-arpecopa, HOro CHUCTEM 1 MEpex, a
TAKOX JDKEepeN MOXOJPKEHHS Kibep3arpo3 Ta KidepaTak, sSiKi BUKOPUCTOBYIOTHCS ISl 3aBJIaHHS
IIKO/IM HAIlIOHANBHIN Oe3nemni YkpaiHu.

{Yacmuny nepuwry cmammi I donoeneno nynkmom 23 32iono i3 3axonom Ne 2470-1X eio
28.07.2022}

nn

Tepminu "HanioHanbHA 6e3neka', "HalioHaAIbHI iHTepecH", "'3arpo3u HallloHAIBHIN Oe3merri"”
BXKMBAIOTHbCS B IIbOMY 3aKOHI y 3Ha4yeHHI, BH3Ha4YeHOMY 3akoHOM Ykpainm "IIpo ocHoBHM
HarioHabHOT Oe3neku Ykpainu". TepmiH "00’€KT KpUTUYHOI iH(OPACTPYKTYpH" BIKUBAETHCS B
IbOMY 3aKOHI1 Y 3HaU€HHI, BU3HaueHOMY 3akoHOM Ykpainu "lIpo kputuuny iHbpacTpykTypy".

{Yacmuna opyea cmammi 1 i3 3minamu, enecenumu 32i0no i3 3akonom Ne 1882-1X eio
16.11.2021}

Tepwmin "TuraTi>kHUM pUHOK' BXKUBAETHCS B IbOMY 3aKOH1 y 3HaY€HHI, HABEICHOMY B 3aKOHI
VYxpainu "[Ipo mnaTixkxi nocmyru".

{Cmammio 1 oonoeneno uacmurnoro mpemuoio 32i0Ho i3 3akonom Ne 1591-1X 6io 30.06.2021
- 8600umucsi 6 0ito 3 01.08.2022}

Crarra 2. [IpuHiunm 3actocyBaHHsI 3aKOHY
1. Ie#t 3aKOH HE MOLIMPIOETHCS Ha!

1) BigHOCHHM Ta MTOCIIYTH, TIOB’s13aHi 13 3MicTOM iH(opMaIlii, o 00pooIIseThCs (TIepenaeThes,
30epiraeTscs) B KOMyHIKaliHUX Ta/a00 B TEXHOJIOTTYHUX CHCTEMAX;
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2) HisybHICTH, MOB’SI3aHY 13 3aXMCTOM 1H(OpMaIlii, 110 CTAHOBUTH JAEPKABHY TAEMHHIIIO,
KOMYHIKaIlii{Hi Ta TEXHOJIOT14HI CUCTEMH, IPU3HAYCHI 151 11 00pOOIeHHS;

3) comianmbHI Mepexi, MpUBaTHI eIEeKTPOHHI 1H(opMaliiiHi pecypcu B Mepexi IHTepHer
(BKiIrOYarouM Onor-rmiaaTgopmu, BiIC€OXOCTHHIH, 1HINI BeO-pecypcH), SIKIIO Taki iH(opMalliiHi
pecypcH He MICTITh iHpopMaIlito, He0OX1HICTh 3aXUCTY SIKOT BCTAHOBIIEHA 3aKOHOM, BiTHOCUHU
Ta MOCIYTH, OB’ A3aH1 3 (PYHKIIOHYBaHHIM TaKHX MEPEX 1 pecypcis;

4) KOMyHIKaIliliHI CUCTeMH, SIKi HE B3a€MOJIIOTH 3 MyOJIYHUMH MEpe)aMH EeJIeKTPOHHHUX
KOMYHIKaIli{i (€JIEKTPOHHUMHU MepeKaMH 3arajlbHOro KOPUCTYBaHHS ), HE MIAKIIOYEH] 10 MEpexi
IaTepHeT Ta/ab0 iHIKX III00ATBHUX MEPEX Mepenavi JaHuX (KpiM TEXHOJIOTIYHUX CHCTEM).

2. 3acTocyBaHHS 3aKOHOJABCTBA y cdepi KibepOe3neku Ta MPUMHATTS Cy0’€KTaMu BiIaJHUX
MOBHOBA)XEHb pIllIEHh HAa BHKOHAHHS HOPM IIhOTO 3aKOHY 3IIHCHIOIOTHCS 3 JIOJIEPKaHHIM
NPUHIUIIB:

1) MiHIMQJIBHO HEOOXITHOTO PEryJIOBaHHS, 3THO 3 SKUM pillleHHS (3aX01u) CyO’€KTiB
BIIQIHUX TTOBHOBAXCHH MOBUHHI OyTH HEOOXITHMMH 1 MIHIMQJIBHO TOCTATHIMHU JJIsl JIOCSTHCHHS
METH 1 3aBJJaHb, BA3HAYCHUX ITUM 3aKOHOM;

2) 00’€KTHBHOCTI Ta TPaBOBOI BU3HAUEHOCTI, MAaKCHUMAaJIbHO MOKJIMBOTO 3aCTOCYBaHHS
HAI[IOHAJILHOTO Ta MIXXHAPOJHOTO MpaBa 11070 TOBHOBAXEHB 1 000B’S3KIB JepKaBHUX OPraHiB,
MIJIPUEMCTB, YCTaHOB, OpraHizaliid, TpoMajisiH y chepi KibepOesneky;

3) 3a0e3MevYeHHs 3aXUCTY MPaB KOPUCTYBAUIB KOMYHIKAI[IHHUX CUCTEM Ta/a00 CIIOKHUBAUiB
MOCITYT €JIEKTPOHHUX KOMYHIKAIlii, Ta/ab0 MOCyT 13 3aXUCTy iHpOopMaIlii, Ki0ep3axucTy, y ToMy
YHCIIi TIPAB [[0JI0 HEBTPYYAHHS y MMPUBATHE KUTTS 1 3aXUCTY IMEPCOHATBLHUX JAHHX;

4) mpo30pocCTi, 3riHO 3 SIKUM pIIIEHHS (3aX0/1) Cy0’€KTIB BIAaJHUX MOBHOBAXKEHb MalOTh
OyTH HaJIe)KHUM YMHOM OOIPYHTOBaHI Ta MOBIJOMJIEHI Cy0’€KTaM, SKMX BOHU CTOCYIOTBHCS, 10
HaOpaHHA HUMH YMHHOCTI (1X 3aCTOCYBaHHs);

5) 306anaHCOBaHOCTI BUMOT Ta BIAMOBIJAIBHOCTI, 3TITHO 3 SKUM Ma€ OyTH 3a0e3MeueHO
0amaHc MK BCTaHOBJICHHSM BiANOBIAAJBHOCTI 32 HEBUKOHAHHS BHUMOI KiOepOesmeku Ta
KiOep3axucTy, a TAKOX 3a 3alPOBAHKCHHS HAJAMIPHUX BUMOT Ta OOMEKEHb;

6) HenMCKpUMIHALII, 3rIHO 3 SIKUM pIIIEHHS, JAii Ta Oe3AIsUIbHICTh CYO’€KTIB BIIaJHUX
MOBHOB@)XEHb HE MOXXYTb HPU3BOAMTU JIO IOPUAMYHOro abo (hakTHYHOro oOCATy MpaB Ta
000B’3KIB 0CO0H, IKUH €:

BiIMIHHUM BiJl 00CATYy TpaB Ta 000B’S3KiB 1HIIUX OCI0 y MOAIOHUX CUTYAIlIAX, KO TUTbKH
Taka BIJIMIHHICTP HE € HEOOXIIHOK Ta MIHIMaJbHO JIOCTAaTHROK JUIS 3aJ0BOJICHHS
3arajibHOCYCIIJIBHOTO 1HTEpecy;

TakuM, SK 1 0OCsT MpaB Ta 00OB’SI3KIB IHIIMX OCIO0 y HEMOAIOHUX CHUTYallisX, SIKIIO Taka
OIHAKOBICTh HE € HeOoOXiMHOK Ta MIHIMAJIbHO [JOCTAaTHBOIO JUISL  3aJ0BOJIEHHS
3araJabHOCYCIIIEHOTO 1HTEPECY;

7) eKBIBaJEHTHOCTI BHMOTI [0 3a0e3medeHHs KiOepOe3nekn 00’ €KTIB KPUTHYHOI
1HPPACTPYKTYpH, 3TiAHO 3 SKUM 3aCTOCYBAaHHS MPABOBUX HOPM TMOBHHHO OYTH SIKOMOTA OUIBII
PIBHO3HAYHMM II0JI0 KiOEp3aXxHWCTy KOMYHIKAIIMHUX Ta TEXHOJOTIYHUX CHCTEM 00’ €KTIB



KPUTHYHOT IHPpaCTPYKTYpH, 110 HAJIEKATH 10 OJHOTO CEKTOPY CKOHOMIKH Ta/abo sKi 3IHCHIOIOTH
aHaJoTi4HI (QYHKIII].

3a3HaveHi MPUHIIUIIN 3aCTOCOBYIOThCS 0€3 mepeBaru OyIb-sIKOTO 3 HUX 3 YpaXyBaHHSIM METH
1 3aB/IaHB IILOTO 3aKOHY.

Crarrsa 3. [IpaBoBi ocHOBH 3a0e3mneueHHs KidepOe3neku YKpaiHu

1. IlpaBoBy ocHOBY 3a0e3nedeHHsi KiOepOe3nekd YKpaiHH CTaHOBIATH KOHCTHTYIS
VYkpaian, 3aKkoHu YKpaiHu 110/10 OCHOB HAIIOHAJIbHOIT O€3IEeKH, 3acaj] BHYTPIIIHBOI 1 30BHINTHHOT
MOJITHKY, EJEeKTPOHHUX KOMYHIKaIlill, 3aXuCTy JepXaBHUX 1H(GOpPMALIMHUX pecypciB Ta
iH(dopmarrii, BUMoOra mo0 3aXHCTy SKOI BCTAHOBJIEHA 3aKOHOM, II€H Ta IHIII 3aKOHW YKpaiHw,
KonBenuis npo kibep3104uHHICTb, 1HIII MIKHAPOAHI JOTOBOPH, 3rojla Ha 000B’A3KOBICTh SIKUX
HagaHa BepxoBHoro Panoro Vkpainu, ykasu Ilpesunenta Ykpainu, aktu Kabinery MinicTpiB
VYkpaiHu, a TakoX 1HIII HOPMAaTHUBHO-TIPABOBI aKTH, 110 MPUUMAIOTHCS HA BUKOHAHHS 3aKOHIB
VYkpainu.

2. SIKmo MDKHapOAHHM JIOTOBOPOM YKpaiHH, 3rojJy Ha OO0OB’S3KOBICTh SIKOTO HAJaHO
BepxoBuoto Pamoro Ykpainm, mepenbaueHo iHIN mpaBwiia, HIX BCTAHOBJICHI ITUM 3aKOHOM,
3aCTOCOBYIOTHCS TTOJIOKEHHS MIXKHAPOIHOTO JOTOBOPY Y KpaiHH.

CratTsa 4. O6’exTu KibepOe3neku Ta Kibep3axucry
1. OG’exTamu KiOepOE3MNeKH €:
1) KOHCTUTYIL1}HI TIpaBa 1 CBOOOAM JIIOJUHH 1 TPOMAJASIHUHA;

2) CyCHONbCTBO, CTANIMHA PO3BUTOK 1H(POPMALIHHOTO CyCHiIbCTBA Ta IM(PPOBOTrO
KOMYHIKaTHUBHOTO CEPEI0BHIIA;

3) nepxaBa, ii KOHCTUTYUIMHMH Jaja, CYBEpPEHITET, TEpUTOpiajibHA IUIICHICTD 1
HEI0TOPKAHHICTb;

4) HaIllOHAJIbHI IHTEPECH B YCIX cdepax KUTTEAISITBHOCTI 0COOH, CYCITIIILCTBA Ta JEPIKABH;
5) 00’ eKTH KPUTUYHOT IHPPACTPYKTYPH.
2. O0’ekTamu KiOEp3axucTy €:

1) KomyHiKkaliiiHI cucTeMH BCiX ()OpM BIACHOCTI, B SKMX OOpOOJSAIOTHCS HalllOHAJIbHI
iH(popMalliliHI pecypcu Ta/abo siKi BUKOPUCTOBYIOTbCSA B IHTEpecax OpraHiB Jep>KaBHOI BIaJIH,
OpraHiB MICIIEBOIO CaMOBpsIyBaHHS, IMPAaBOOXOPOHHMX OpraHiB Ta BiMCbKOBUX (popMyBaHb,
YTBOPEHUX BIJNOBIJHO 710 3aKOHY;

2) 00’ekTH KpUTUYHOT iHPOPMaLIIHHOT iIHPPACTPYKTYPH;

3) KOMyHIKallilfHI CUCTEMH, K BUKOPUCTOBYIOThCS Ul 3aJI0BOJICHHS CYCIIIBHUX MOTPEO
Ta/abo peanizalii MPaBOBIAHOCUH Y cpepax eJIEKTPOHHOIO YPsIIyBaHHS, EJIEKTPOHHUX J€P>KaBHUX
MOCIYT, €JIEKTPOHHOI KOMEpIIii, €IEKTPOHHOTO JOKYMEHTOOOITy.

3. Topsinok (opmyBaHHS TIEpeNniKy 00’ €KTIiB KpUTHYHOI 1HPopMaIiiHOi 1HPpacTpyKTypH,
NEepeiK TaKUX 00’€KTIB Ta MOPSIOK X BHECEHHS 10 JIEPKABHOTO peeCcTpy 00’ €KTIB KPUTHUHOL
iHopmaIiiHoi  1HPPACTPYKTYpH, a TaKoX TMOpsAoK (GopMyBaHHS Ta 3a0e3leueHHs
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(GYyHKI[IOHYBaHHSL JEpPKABHOTO peecTpy 00 €KTIB KPUTHYHOI iH(opManiiiHoi iH(pacTpyKTypu
3aTBepKyI0ThCS KabineTom MinicTpiB YKpainu.

[ToBHOBa)keHHS 110,10 (popMyBaHHS Ta 3abe3meueHHS (DYHKI[IOHYBaHHS PEECTpy 00’ €KTIB
KpUTHYHOI 1HGopMaIiiiHOi iHPpacTpyKTypu y OaHKIBCbKIN cucTeMi YKpaiHU MOKJIAJar0ThCs Ha
Harmionansuuit 6aHk Ykpainu.

Crarta 5. Cy0’exTH 3a0e3meueHHs KibepOe3neku

1. Koopaunariis misutbHOCTI y cdepl KibepOe3nmekn sK CKIIaJ0BOI HaIllOHATBHOI O€3MeKu
Vkpainn 3nificHioeTbest IlpesunenTom Ykpainu depe3 ouoioBaHy HuUM Pagy HalioHanbHOI
6e3neku 1 000poHH YKpaiHu.

2. HamioHanpHuil KOOpAMHALIMHUIA UEeHTp KibepOesmeku sk poboumii opran Pamm
HallloHAJIBHOT 0e3MmeKr 1 000pOoHU YKpaiHH 3M1MCHIOE KOOPAMHAIIII0 Ta KOHTPOJIb 32 JisSJIBHICTIO
cy0’€eKkTiB ceKkTOpy Oe3meKu i 000poHH, sKi 3a0e3meuyroTh Kibepoe3neky, BHOCUTH [Ipe3uneHToBi
VYkpaiau npono3uttii om0 ¢hopmyBaHHs Ta yrouHeHHs1 CtpaTerii kibepOe3neku YKpaiHu.

3. Kab6iner MinictpiB Ykpainu 3abe3neuye (opMyBaHHS Ta peaizaliio JepKaBHOI MOIITUKH
y ctepi kibepbe3neku, 3aXUCT mpaB 1 CBOOO JTIOANHH 1 TPOMaJTHUHA, HAI[IOHATbHUX 1HTEpPECiB
VYkpainu y kibeprpocropi, O0poThOy 3 KIOEp3JII0YMHHICTIO; OpraHi3oBye Ta 3abe3mneuye
HEOOXITHUMU CHJIaMH, 3aco0amu 1 pecypcamu (YHKIIOHYBAaHHS HalllOHAJIbHOI CHCTEMH
ki0epOe3neku; popmye BUMOTH Ta 3a0e3nedye PyHKIIOHYBaHHS CUCTEMU ayJUTy 1H(popMaIiiHOl
0e3neku Ha 00’€KTax KpUTUYHOI 1HGPACTPYKTYpH (KpiM 00’€KTIB KPUTUUHOI iHPPACTPYKTYPH Yy
OaHKIBCBKIM cuctemMi YKpaiHu).

4. Cy0’exramu, siki O6e3mocepeHbO 3IIHCHIOIOTh Y MeXaX CBO€lI KOMIIETEHIT 3axonu i3
3a0e3nedyeHHs KibepOe3IekH, €:

1) miHicTepCcTBa Ta 1HINI LEHTPAJIbHI OPraHU BUKOHABYOI BJIaJIN;
2) MicleBi JepKaBHI aAMIHICTpaIlii;
3) opranu MiCIIEBOI'O CaMOBPSIIyBaHHS;

4) TmpaBOOXOPOHHI, PO3BiAYyBaJIbHI 1 KOHTPPO3BIAyBaJIbHI OpPraHH, Cy0’€KTH OINEpaTHBHO-
PO3IIYKOBOT isSIIBHOCTI,

5) 36poiini Cunm Ykpainu, iHii BificbkoBi (hOpMyBaHHS, YTBOPEHI BIIMIOBIIHO /IO 3aKOHY;
6) HamionansHuii 6ank Ykpainu;

7) miAnpueMCTBa, YCTAaHOBH Ta OpraHizaiii, BigHECEHI 10 00 €KTIB KPUTHYHOI
1HPPACTPYKTYpH;

8) cy0’eKTH TOCIOIApIOBAaHHS, TPOMAASHU YKpaiHu Ta 00’ €HAHHS TPOMAJsH, 1HIII 0COO0H,
SKi TPOBAASATH JISUIBHICTH Ta/ab0 HAJAlOTh TMOCTYTH, T[OB’sI3aHI 3  HAI[lOHATLHUMH
iHQopMaIiiHUMK  pecypcaMH, 1HGOPMAIIHHUMHU E€JIEKTPOHHUMH TIOCIyTaMH, 3A1HCHEHHSIM
CJIEKTPOHHUX TIPAaBOYMHIB, €JIEKTPOHHUMH KOMYHIKAIlisIMM, 3axHcTOM iH(popMmalii Ta
KiOep3axucToMm.

5. Cy0’extun 3a0e3medeHHsI KibepOe3nekn y MexkaxX CBOET KOMITETEHITIi:


https://zakon.rada.gov.ua/laws/show/96/2016#n11

1) 3miiCHIOIOTH 3aX0JM LIOJ0 3anmo0iraHHs BUKOPHCTAHHIO KiOEpIpOCTOpY y BOEHHUX,
PO3BiTyBaJIbHO-TT APUBHUX, TEPOPUCTUYHUX Ta IHIIMX MPOTUTIPABHUX 1 3TOYMHHUX IUISX;

2) 31iHCHIOIOTh BUSIBJICHHS 1 pearyBaHHs Ha KiOEpIHLIMAEGHTH Ta KibepaTaku, YCYHEHHS iX
HACIiJIKIB;

3) 3aiiicHIOIOTH iHGOpPMAaLIHHUI 0OMIH 11010 peali3oBaHUX Ta MOTEHIIIMHUX Kibep3arpos;

4) po3po0IISIFOTh 1 pealni3yloTh 3amo0iXHi, OpraHi3alliiiHi, OCBITHI Ta iHIII 3axoau y cdepi
ki0epOe3nexu, kibepoOOpoHU Ta Kibep3axucTy;

5) 3a0es3nedyloTh MPOBEACHHS ayAuTy iHpopMamiifHOi Oe3neku, y TOMy 4HCII Ha
ITOPSIIKOBAHUX 00’ €KTax Ta 00’ €KTax, IO HAJIekKaTh 10 cepu iX ynpaBiliHHS;

6) 3MIMCHIOIOTH 1HIIN 3aX0/IH 13 3a0€3MeUeHHs PO3BUTKY Ta OE3MEeKH KiOepIpocTopy.
Crarts 6. O0’eKTH KpUTHYHOI iHPPACTPYKTYPH

1. BigHeceHnHs1 00’€KTiB 10 00’€KTIB KpUTHYHOI 1HGPACTPYKTYpH Ta ¢opmyBaHHS Peectpy
00’€KTIB KPUTUYHOI 1H(PACTPYKTYypU 3IIHCHIOIOTHCS BIAMOBIIHO 10 3akoHy Ykpainu "IIpo

KPUTHYHY 1HPPaCTPyKTYypy".

{Yacmuna nepwa cmammi 6 6 pedaxyii 3axony Ne 1882-1X eio 16.11.2021; /-3minu 0o
nynkmy 1 yacmunu nepwoi cmammi 6, nputinami 3axonom Ne 1591-1X eio 30.06.2021 -
6600umucs 6 0ito 3 01.08.2022, enecmu Hemodicaugo (8iocymi nynkm 1)-/}

2. Kputepii Ta mopsiok BiAHECEHHA OO’€KTIB 10 00’€KTIB KPUTUYHOI 1HGPACTPYKTYpH,
HepeNiK TaKUX 00’ €KTIB, 3arajibHi BUMOT'H JI0 1X KiOep3axucTy, y TOMY YHUCI 111010 3aCTOCYBaHHS
IHAMKATOPIB Kibep3arpo3, Ta BUMOTH JO IPOBEIEHHS HE3aJIEKHOro ayauTy iH(opmaliiiHoi
Oe3neku 3aTBepKyIOThcsi KabGinetom MiHicTpiB YkpaiHu, a mogo OaHKiB, IHIIUX 0ci0, M0
3IACHIOIOTH JISJIBHICTh HA PUHKAX (DIHAHCOBUX IOCIYT, J€pXKaBHE PEryJIOBaHHS Ta Harjsja 3a
TISUTBHICTIO AKUX 3/iHcHIOe HarionanpHui 6aHK YKpaiHu, onepaTopiB IUIATIKHUX CUCTEM Ta/abo
YYaCHUKIB IUIATIKHUX CHCTEM, TEXHOJIOTIYHUX ONEpaTOpiB IUIATIKHUX Hocayr - HarioHansHUM
O0aHkoM YKpaiHu.

{HYacmuna opyea cmammi 6 6 peoaxyii 3axonie Ne 1882-1X 6io 16.11.2021, Ne 1591-1X 6io
30.06.2021 - 600umscs 6 dito 3 01.08.2022}

3. BuMoru 1 nopsi10K pOBEACHHS HE3AIEXKHOI0 ay IUTy iH(popMaliiHoi 6e3rmeku Ha 00’ eKTax
KPUTUYHOI 1H(PACTPYKTYpPH BCTAHOBIIIOIOTHCS BIJNOBIIHUMU HOPMaTUBHO-TIPAaBOBUMU aKTaMU 3
ayauty iHdopMmariitHoi 6e3mnekH, 1o 3aTBepaxkytoTbes Kabinerom MinicTpiB YkpaiHu.

Po3po6ieHHss HOpMAaTUBHO-TIPABOBUX AKTIB 3 HE3AJICKHOTO ayAUTy 1HPOpMaIiifHOI Oe3neKku
Ha 00’€KTax KPUTHYHOI 1HPPACTPYKTYPH 3AIHCHIOETHCS HAa OCHOBI MDKHAPOJHHMX CTaHAAPTIB,
crangaptie €Bpornerickkoro Corwo3y ta HATO 3 000B’SI3KOBUM 3aJIydeHHSIM TPEICTABHUKIB
OCHOBHHX CYO’€KTIB HallIOHAJBHOI CHCTEMH KibepOesneku, HayKOBHX YCTaHOB, HE3aJEKHUX
ayIUTOPIB Ta EKCIEpTiB y cdepi KibepOe3nekn, rpoOMaJChbKUX OpraHi3allii.

4. BianoBifanpHICTh 3a 3a0€3MeUeHHsl KIOep3axUCTy KOMYHIKAaLIMHUX 1 TEXHOJOTTYHUX
cucTeM 00’ €KTiB KPUTUYHOI IHQPACTPYKTYpH, 3aXUCTY TEXHOJIOTIYHOT 1H(OpMallii BiAOBIAHO 10
BUMOT 3aKOHOJABCTBA, 3a HEBIIKIaaHE 1HQOPMYBaHHS YpSIOBOI KOMAaHIHM pearyBaHHS Ha
KoMm’toTepHi Ham3Bu4aiiHi moxii Ykpainu CERT-UA mnpo inmuaeHtu kibepOesmeku, 3a
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OpraHizariro MPOBEACHHS HE3aJIeKHOTO ayauTy iHpopmarliiiHoi Oe3nekn Ha TakuxX 00 €KTax
MOKJIAAETHCSl HA BIACHHUKIB Ta/ab0 KepiBHUKIB MIANMPHUEMCTB, YCTAaHOB Ta OpTraHi3allil,
BIIHECEHHX JI0 00’ €KTIB KPUTHUYHOI iHQPACTPYKTYPH.

5. OOmiH iH(pOpMAIliEI0 TMPO THIUIACHTH KiOepOe3NmeKu, MO MICTHTh NMEPCOHANbHI JaHi,
3IHCHIOETHCS 3 TOTPUMAHHSAM BUMOT 3akoHy Ykpainu "[Ipo 3axucT nepcoHanbHUX JaHUX .

Crarra 7. [lpuaiunu 3a0e3nedeHHs KibepOe3neku
1. 3a0e3neuenns kibepOesneku B YKpaiHi IPyHTY€EThCS Ha MPUHIUIAX:

1) BepxoBeHCTBa IpaBa, 3aKOHHOCTI, IOBAary JI0 MPaB JIOJAWHU 1 OCHOBOITOJIOKHUX CBOOO/ Ta
X 3aXUCTY B MOPSAJKY, BU3HAYEHOMY 3aKOHOM;

2) 3a0e3neyeHHs HalllOHAIBHUX 1HTEpeCiB Y KpaiHu;

3) BIIKPHUTOCTI, JOCTYIHOCTi, CTaOUIBHOCTI Ta 3aXMIICHOCTI KiOEpIpoCTOpy, PO3BHUTKY
Mepexi [HTepHeT Ta BiMoBiIadIbHUX iKY KibeprpocTopi;

4) nep>kaBHO-NPUBATHOI B3a€MO/I1i, IIMPOKOI CHIBMpALll 3 TPOMAASIHCHKUM CYCIIJIBCTBOM Y
cdepi kibepOesneku Ta Kibep3axHucTy, 30KpeMa NUIIXOM OOMiHYy 1H(POpMALIE MPO IHIUIAECHTH
KibepOe3neku, peanizaimii CHUIPHUX HAyKOBUX Ta OCHTIIHHUIIBKAX TIPOEKTIB, HABYAHHSI Ta
HiABMILIEHHS KBasiikawii kKaapiB y 1ii chepi;

5) mpomopuiMHOCTI Ta aJEKBATHOCTI 3aXOJiB KIOEP3axUCTy pealbHUM Ta TOTCHIIHHUM
pHU3MKaM, peamizamii HEBiJI’€MHOTO NpaBa JEpXKaBHM Ha CaMO3aXHCT BIAMOBIIHO J0 HOPM
MIDKHapOJIHOTO MpaBa y pa3i BYNHEHHS arpeCUBHUX i y KiOepmpocTopi;

6) IPIOPUTETHOCTI 3aMO01KHUX 3aXO0/IIB;
7) HEBIIBOPOTHOCTI OKApaHHS 32 BAMHEHHS KiOEP3/I04HHIB;

8) MpiOPUTETHOIO PO3BUTKY Ta MIATPUMKH BITUYM3HSHOI'O HAYKOBOT'O, HAYKOBO-TEXHIYHOTO
Ta BUPOOHMYOI0 NOTEHIIANY;

9) MiKHapoAHOTO CHIBpOOITHHMIITBA 3 METOI0 3MIIHEHHS B3aEMHOI J0Bipu y cdepi
KibepOe3neky Ta BUpoOIEHHS CIIUIBHUX MIAXOAIB Y MPOTH LT Kibep3arpo3aM, KOHCOJiallii 3yCuib
y po3ciliyBaHHi Ta 3arno0iranHi Kibep310uynHaM, HeIOMyIIeHHS! BAKOPUCTAaHHS KiOeppocTopy B
TEPOPUCTHUYHUX, BOEHHHX, HIIUX MPOTUIIPABHUX IIIISIX;

10) 3a6e3neueHHsl JeMOKPAaTUYHOIO UBIILHOIO KOHTPOJIIO 32 YTBOPEHUMHM BIJANOBITHO 10
3aKOHIB YKpaiHU BIHCHKOBUMH (POPMYBaHHSIMHU Ta MPABOOXOPOHHUMHU OpPraHaMHU, IO MPOBAATh
JISUTBHICTD y cdepi KidbepOe3nexu.

Cratrsa 8. HamionanpHa cuctema KibepOesneku

1. HamtionanbHa cucteMa kidbepOe3IeKku € CyKyIHICTIO Cy0’ €KTiB 3a0e3nedeHHs KibepOoe3neku
Ta B3a€EMOIIOB’SI3aHUX 3aXO1B MOJIITUYHOIO, HAYKOBO-TEXHIYHOT0, 1IHPOPMAIIITHOTO, OCBITHHOTO
XapakTepy,  OpraHizallifHMX, TPaBOBHUX,  ONEPATHBHO-PO3LIYKOBUX,  PO3BITYyBaJbHUX,
KOHTPPO3BIAYyBaJIbHUX, OOOPOHHUX, 1HKEHEPHO-TEXHIUHHUX 3aXO/iB, a TaKOX 3axO/liB
KpUNTOrpadiuHOro 1 TEXHIYHOTO 3aXUCTy HAI[lOHAIBHUX 1HPOPMALIHHUX pecypciB, Kibep3axucTy
00’€KTiB KpUTHYHOI iHPOpManiiHOi iHYPACTPYKTYpH.


https://zakon.rada.gov.ua/laws/show/2297-17

2. OcHOBHUMH Cy0’€KTaMU HaIlOHANBHOI cucTeMu KibepOesneku € [lepkaBHa ciyx0Oa
CTeLiaTbHOTO 3B’ SI3Ky Ta 3axucTy iHopmanii Ykpainu, Harionansaa nomirist Ykpainu, Ciyxoa
oesrekn Ykpainu, MiHiCTepcTBO 000poHU YKpainu Ta ['eHepanpHuii mrad 30poiriHnx Cur
VYkpainu, po3BingyBanbHi opranu, HamioHaneHui 0aHk YKpainu, siki BignoBigHo 10 KoHctuTymii
1 3aKOHIB YKpaiHH BUKOHYIOTh B YCTAHOBJICHOMY ITOPSJIKY TaKi OCHOBHI 3aBJIaHHS:

1) JlepxaBHa ciy»0a CremiaJbHOTO 3B’SI3Ky Ta 3aXUCTy iH(popMailii Ykpainu 3abe3nedye
(dbopMyBaHHS Ta peaji3allilo JepXaBHOI MOJITHKU LIOJ0 3aXUCTY y KiOeprpocTopi AeprkaBHUX
iHpopMaLIiHUX pecypciB Ta 1H(popMalii, BUMOTra LI0J0 3aXUCTy SIKOI BCTAaHOBJIEHA 3aKOHOM,
aKTHUBHOI MPOTHUAIT arpecii y kibepmpocTopi, Kibep3axucTy 00’ €KTiB KPUTHUHOI iHPOpMALiHHOT
1H(DpacTpyKTypH, 3A1HCHIOE Aep)KaBHUM KOHTPOJIb y WX cepax; KOOPAUHYE MiSTBHICTD THIITNX
cy0’exTiB 3abe3meueHHs KiOepOesmeku 1oa0 KiOep3axucry; 3a0esledye CTBOPEHHS Ta
¢byHkuionyBanHs HarioHanbHOI TeEeKOMYHIKAIIITHOI Mepexi, BIIPOBAKEHHS OpraHizaliiHo-
TEXHIYHOI MoJeni Kibep3axucTy; 3AIHCHIOE OpraHi3aliiiHO-TeXHIUHI 3aXOo[u 13 3amoOiraHH,
BUSBIICHHS Ta pearyBaHHs Ha KIOepIHUUICHTH 1 Ki0epaTaky Ta yCyHEHHS iX HacMliJIKiB; IHpopMye
npo Kibep3arpo3u Ta BiANOBIAHI METOIU 3aXMCTY BiJl HUX; 3a0e3nedye BIPOBAKCHHS AyAUTY
iHpopMaliiiHOT Oe3nekr Ha 00’€KTax KPUTHUYHOI 1H(PACTPyKTypH, BCTAHOBIIOE BUMOTH IO
ayauTopiB iHpopMaliiHoi 6e3neKy, BU3Havae MOpsI0K iX aTrecTauii (mepearecTarii); KOOpAUHYE,
OpraHi3oBy€ Ta NPOBOJUTH AyJHUT 3aXUIIEHOCTI KOMYHIKAIIMHUX 1 TEXHOJIOTIYHHX CHCTEM
00’€KTiB KpUTUYHOI IHQPACTPYKTYpH Ha Bpa3IUBICTh; 3a0e3neuye QpyHKIIOHyBaHHA Jep:kaBHOTO
LEeHTpy Kibep3axucTy Ta LleHTpy akTUBHOI MpOTUALT arpecii y KibeprnpocTopi, ypsa0Boi KOMaHAH
pearyBaHHs Ha KOMII t0TepHi Haa3BuuaiiHi noaii Ykpainu CERT-UA;

{Ilynkm 2 wacmunu opyzoi cmammi 8 i3 3MiHamu, HeceHuMu 32i0H0 i3 3axonom Ne 2470-1X
6i0 28.07.2022}

2) HarionanpHa moninis YKpaiHu 3a0e3nedye 3aXucT npas 1 CBOOO TIOUHY 1 TPOMaJITHUHA,
IHTEpECIB CyCHUIbCTBA 1 JIEP’KaBU B1JI KPUMIHAIBHO MPOTUIPABHUX MOCSTaHb y KiOeprnpocTopi;
3MIMCHIOE 3aX0au 13 3amoOiraHHs, BUSBJICHHS, NPUIMHEHHS Ta PO3KPUTTA KiOEp3JI0YUHIB,
TT1IBUILIEHHS MTO1H(QOPMOBAHOCTI TPOMAJISTH IIPO OE3MEKy B KIOEPIpOCTOpi;

{Ilynkm 2 wacmunu opyeoi cmammi 8 i3 3minamu, enecenumu 32i0Ho i3 3axonom Ne 720-1X
6i0 17.06.2020}

3) Cnyx0a 6e3neku YKpaiHu 31HCHIOE 3a1I001raHHsl, BUSBJICHHS, IPUIIMHEHHS Ta PO3KPUTTS
KPUMIHAJIBHUX HPABOMOPYIIEHb HPOTH MHUPY 1 O€3NeKH JIIOJCTBA, SKI BUYMHSAIOTHCH Y
Ki0epnpocTopi; 3A1MCHIOE KOHTPPO3BIAYBaJIbHI Ta ONEPATUBHO-PO3IIYKOBI 3aXO0/H, CIPSIMOBAHI
Ha OOpoTHOY 3 KibepTepopu3MOoM Ta KiOepIINUTYHCTBOM, HETJIACHO TepeBips€ TOTOBHICTH
00’€KTIB KPUTHYHOI 1HPPACTPYKTYpH TO0 MOXKIMBUX KiOepaTak Ta KiOEpIHLUICHTIB; MPOTHJIIE
KiOEp3JIOYMHHOCTI, HACHIJKU SKOI MOXYThb CTBOPUTH 3arpo3y >KMTTEBO BaXIIMBUM IHTepecam
NEp’KaBU; PO3CIiye KIOEpIHIMAEHTH Ta KidepaTaku II0J0 JEPKaBHUX EIEKTPOHHUX
iHpopManiiHUX pecypciB, iHOpMalii, BUMOra MIOAO0 3aXUCTy $KOI BCTaHOBJEHA 3aKOHOM,
KpUTHYHOI iH(popMatiitHoi iHppacTpykTypu; 3a0e3nedye pearyBanHs Ha KiOepiHIUIACHTH y chepi
Jiep>KaBHOT O€3MeKH;

{Ilynkm 3 wacmunu opyeoi cmammi 8 i3 3minamu, @Hecenumu 32i0H0 i3 3axonom Ne 720-1X
6i0 17.06.2020}

4) MinictepcTBo 060poHH YKpainu, ['eHepanbuuii mtad 36poiinux Cun YKpaiHu BiIOBITHO
70 KOMIIETEHIi 3/1MCHIOITh 3aXOJU 3 MIATOTOBKM JIE€p>KaBH /10 BIIOWTTS BOEHHOI arpecii y
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kibeprnpocTopi (kiGepoOOpoHHU); 3AilCHIOITH BiiicbkoBy cmiBmpamto 3 HATO Ta iHmMMH
cy0’ektamMu 000poHHOT cdepu mOA0 3abe3meyeHHs Oe3MeKkH KideprnpocTopy Ta CHUIBHOTO
3aXHUCTy BiJ KiOep3arpos; BIPOBAIKYIOTh 3aX0[d 13 3a0e3meueHHsT KiOep3axucTy KPUTHIHOL
iHpopManiiiHoi iHppacTPyKTypH B YMOBaX HaA3BUYaHOTO 1 BOEHHOTO CTaHY,

5) po3BigyBajbHI OpraHM YKpaiHM 3J1HCHIOIOTH PO3BIAYBAIbHY MisJIBHICTH IIOAO 3arpo3s
HaIlOHANBHIN Oe3meni YkpaiHu y KiOeprnpocTopi, IHIIUX MO 1 00CTaBUH, IO CTOCYIOTHCS
chepu kibepbe3neku;

6) HamionanpHuii 6aHK YKpaiHM BH3HAYa€ MOPSIAOK, BUMOTH Ta 3ax0Jd i3 3a0e3medeHHs
Kibep3axucty Ta iH(popMmalliiiHoi Oe3mekn OaHKamH, IHIIMMU oOco0amMH, MO 3IIHCHIOIOTH
TiSTBHICTD HA PUHKAX (piHAHCOBUX IOCIYT, JAEp’KaBHE PETYJIIOBaHHS Ta HATJAM 3a JisJIBHICTIO
aKkuX 3paiiicHioe HarionanpHuit O0aHk YkpaiHu, omepaTopamMH IUIATDKHUX CHCTEM Ta/abo
YYaCHUKAMH IJIATDKHUX CHCTEM, TEXHOJIOTTYHHUMH OTepaTopaMu IUIATDKHUX MOCIYT, 3IHCHIOE
KOHTPOJIb 32 IX BUKOHAHHSM; CTBOPIOE LIEHTP KiOep3axucty HamioHampHOro 0aHKy YKpaiHwu,
3abe3nevye (QyHKI[IOHYBaHHS CUCTEMHU Kibep3axucTy s O0aHKiB, IHITUX OCi0, IO 3IMCHIOIOTH
TiSUTBHICTh Ha pUHKAX (PIHAHCOBHX MOCIYT, JIep)KaBHE PEryJIOBaHHS Ta HATJSAA 32 HiSUTBHICTIO
SKUX 31iicHIoe HamonansHuii 6aHK YKpaiHu, onepaTopiB IJIATHKHUX CUCTEM Ta/ab0 y4aCHUKIB
IUTATDKHUX CUCTEM, TEXHOJIOTIYHUX OIEPaTOpiB IJIATKHHUX IMOCIYT; 3a0e3nedye MpOBEICHHS
OIIIHIOBaHHS CTaHy KiOep3axucTy Ta ayauTy iH(opMaIliiHOi Oe3reku Ha 00’€KTax KPUTHIHOL
iHppacTpyKTypH B OaHKax, iHIIUX 0c00ax, M0 3AIHCHIOIOTH IisSUIbHICTh Ha pUHKAX (hiHAHCOBUX
MIOCIIYT, JICp’KaBHE PETyJIIOBaHHS Ta HAarJIA 32 JISUTBHICTIO SIKUX 3MilicHIoe HamioHanpHMA OaHK
Ykpainu, oreparopax IJIaTIKHAX CUCTEM Ta/ab0 yYaCHHKAX TUIATIKHUX CUCTEM, TEXHOJIOTTYHUX
oreparopax IUIATKHUX MOCIYT.

{Ilynkm 6 uacmunu opyeoi cmammi 8 6 pedaxyii 3axony Ne 1591-I1X sio 30.06.2021 -
8800umucs 6 oiro 3 01.08.2022}

3. OyHKIIIOHYBaHHS HAIIIOHAJILHOT CUCTEMH KiOepOe3neKy 3a0e31eqy€eThCs MUTSIXOM:

1) BupoOseHHS 1 onepaTHBHOI ajamnTauii Jep’KaBHOI MOMITUKH y cdepi KidepOesmekw,
CIPSIMOBAHOI Ha PO3BUTOK KiOEpIIPOCTOPY, TOCITHEHHS CYMICHOCTI 3 BIAMOBIIHUMH CTaHJapTaMH
€ppomneiicbkoro Coro3y Ta HATO;

2) cTBOpEHHs HOPMAaTHUBHO-NIPABOBOI Ta TEPMIHOJIOTIYHOI 0a3u y cdepi kibepOesneku,
rapMoOHi3allii HOpMaTUBHHX JIOKYMEHTIB Y chepi eIeKTPOHHUX KOMYHIKaIlii, 3aXUCTy 1H(pOopMaIlii,
iHpopmaniiiHoi Oe3neku Ta kibepOe3neku BiAMOBIAHO J0 MIKHAPOJHUX CTaHAAPTIB, 30KpeMa
crangaptiB €Bpomneiickkoro Coroszy Ta HATO;

3) BcTaHOBJIEHHS OOOB’S3KOBMX BHMOT 1H(opmaliifHOi Oe3neku 00 €KTIB KPUTUYHOI
iHpopManiiHoi IHPPACTPYKTYPH, Y TOMY YHCII MiJ1 4ac iX CTBOPEHHs, BBEJCHHS B €KCILTyaTallilo,
eKCIUTyaTallii Ta MOJIEpHi3allii 3 ypaXyBaHHSIM MIXKHAPOAHUX CTAaHAAPTIB Ta crienudiku ramysi, 10
SKOI HaJIe)KaTh BIAMOBIIHI 00’ €KTH KPUTUYHOT iHPOPMAaLIItHOT IHPPACTPYKTYPH;

4) popmyBaHHS KOHKYPEHTHOTO CepeIoBHUIIA y cdepi eISKTPOHHUX KOMYHIKAIlii, HalaHHS
MOCHYT 13 3aXUCTy iH(OpMalii Ta Kibep3axucry;

5) 3aJlyueHHs €eKCIIEPTHOrO MOTEHIially HAyKOBUX YCTaHOB, MPOQECIHUX Ta TPOMaJChKUX
00’€JHaHb J0 MiATOTOBKH MPOEKTIB KOHIENTYaTbHUX JOKYMEHTIB y cepi kibepOesneku;


https://zakon.rada.gov.ua/laws/show/1591-20#n1487

6) TpoBeleHHS HaBuYaHb IIOAO MAiM y pasi Hag3BUYaHUX CUTyalild Ta IHIMIEHTIB Y
KibeprpocTopi,

7) ¢dbyHKIIOHYBaHHS CHUCTEMM ayAuTy iH(pOpMaliifHOI Oe3MeKH, 3ampOBaJKEHHS KpaIIux
CBITOBHUX MPAKTHK 1 MDKHAPOJIHUX CTAHIAPTIB 3 MUTaHb KiOepOe3neku Ta Kibep3axucry;

O03BUTKY MepPeXi KOMaH pearyBaHHs Ha KOMII FOTEPHI HAA3BUYAIiHI MTOIIT;
8 y y ’ ;

9) pO3BUTKY Ta BJIOCKOHAJIEHHS CHCTEMH TEXHIYHOTO 1 KPHUNTOTrpadiuHOro 3axXUCTy
iH(bOopMaIii;

10) 3a0e3medeHHs MOTPUMAHHS BUMOI 3aKOHOJABCTBA IIOJO0 3aXHCTy JEpKABHHUX
iH(dopMaIiiHuX pecypciB Ta iHdopmarii;

11) ctBopeHHs Ta 3abe3neueHHs (yHKUIOHYBaHHS HarioHanpHOI TeneKOMyHIKaIiHHOT
Mepexi;

12) oOMiHy iH(pOpMAIi€r0 MPO IHIUACHTH KibepOe3neku Mik cy0’ekTamu 3abe3nedeHHs
KiOepOe3neKu y MopsIKy, BU3SHAYEHOMY 3aKOHOIABCTBOM;

13) BmnpoBamkeHHs e€auHOi (YHIBepCaldbHOI) CHCTEMH I1HAMKATOpiB Kibep3arpos 3
ypaxyBaHHSIM MI)KHapOJHUX CTaHAAPTIB 3 MUTaHb KiOepOe3neku Ta Kibep3axucry;

14) migrotoBku (haxiBIiB OCBITHBO-KBaJiiKaliiiHUX piBHIB OakamaBpa 1 MmaricTpa 3a
Jep>KaBHAM 3aMOBJICHHSIM B 00Cs131, HEOOXiTHOMY JIJIsl 33]JOBOJICHHS TOTPEO JIEPIKAaBHOTO CEKTOPY
€KOHOMIKH, a TaKO)X 32 HEOIO/DKETHI KOIITH, Yy TOMY YHCII JJIs MiABUILEHHS KBaiidikamii Ta
MPOBEACHHS 000B’SI3KOBOT MEPIOANYHOI aTecTallii (mepearecrariii) nmepcoHaty, BiANOBIJaIbHOTO
3a 3a0e3neueHHs KiOepOesnekn 0O0’€KTIB KPUTHYHOI 1HPPACTPYKTYPH, 3 ypaxyBaHHIM
MDKHApOJHHUX CTaHIApTIB;

15) BOpoBagKeHHS OpraHi3aliiHO-TEXHIYHOI MOJEJl HAI[lOHAJIBbHOI CUCTEMU KiOepOe3neku
SK KOMIUIEKCY 3aXO[iB, CHJI 1 3ac00iB KiOep3axucTy, CIPSMOBAHUX HAa ONEpaTHBHE (KPHU30BeE)
pearyBaHHs Ha KiOepaTaku Ta KiOEpIHIIMACHTH, BIPOBAKEHHS KOHTP3aXO0/liB, CIIPSIMOBAHUX Ha
MiHIMi3aIlil0 BPa3IMBOCTI KOMYHIKAI[IHHUX CHUCTEM;

16) BcTaHOBJIIEHHS BHMOT (IPaBWJI, HACTAHOB) IOJO OE3MEYHOTO BUKOPHCTAHHSI MEpEexKi
[HTEepHET Ta HAJAHHS ENEKTPOHHUX MOCIYT JePKAaBHUMHU OPTaHAMU;

17) nep»aBHO-IpUBATHOI B3aeMOJil y 3amoOiraHHi kKidep3arpozam 00’€KTaM KPUTHYHOT
1H(pacTpyKTypH, pearyBaHH1 Ha KibepaTaku Ta KIOepiHIUACHTH, YCYHEHHI iX HACI1/IKIB, 30KpeMa
B YMOBaX KPH30BUX CUTYallll, HAA3BUYafHOTO 1 BOEHHOT'O CTaHy, B 0COOJIMBHIA NIEpPioJ;

18) mepiogMYHOTO MPOBEICHHS OTJISAY HAIlIOHAIBHOI CUCTEMH KibepOe3neku, po3po0aeHHs
1HIMKATOpiB CTaHy KibepOesneku;

19) cTpaTeriyHOro ImjiaHyBaHHS Ta MPOTPaMHO-LIJILOBOTO 3a0e3NedeHHs y cepi pO3BUTKY
€JIEKTPOHHMX KOMYHIKaIlii, iIHpopMaliifHuX TEXHOJIOT1H, 3aXUCTy iH(popMallii Ta KiIoep3axucTy;

20) po3BUTKY MIDKHApOAHOTO CHIBpOOITHUITBA Yy cdepi KibepOe3mekH, ImiITpUMKU
MDKHApOJHHX 1HINIATUB y cdepl KidepOe3mneku, 1Mo BiAMOBIAAIOTh HaIlIOHATBHUM I1HTEpecam
VYkpainu, nornubneHHs cmiBmpani Ykpainu 3 €BpomnericekuM Corozom Ta HATO 3 meroro
MTOCUJICHHS CIIPOMOKHOCTI YKpaiHu y cepi KibepOe3nekn, yJacTi y 3aXo1ax 13 3MIIIHCHHS JOBIpH



IpU BUKOPHCTAaHHI KiOEpIpocTopy, IO MPOBOAATHCA mix erigoro Opranizamii 3 Oe3mexu i
criBpoOiTHUITBA B €BpOTTi;

21) 3pilicHEHHS ONEPAaTUBHO-PO3IIYKOBHX, PO3BIAYBaJbHUX, KOHTPPO3BIIyBaJbHUX Ta
IHIIMX 3aXOJiB, CIPSMOBAaHMX Ha 3amoOIraHHs, BUSABJIEHHS, NPUIUHEHHS Ta pPO3KPUTTS
KPUMIHAJBHUX MPAaBOMOPYIIEHb IPOTH MHpPY 1 O€3MeKH JIIOJACTBA, SKI BYMHAIOTHCA 3
BUKOPHUCTAHHSM KiOEpIPOCTOPY, PO3CIiAyBaHHS, IEPECIiAyBaHHS, OTIEPATUBHOTO pearyBaHHs Ta
NpOTHIIT KiIOEP3IOUMHHOCTI, PO3BiAYyBAIBHO-IIIAPUBHIM, TEPOPUCTUYHIN Ta 1HIIIN AISUTBHOCTI Yy
KiOeprnpocTopi, 10 3aBJa€ IMIKOAW 1HTepecaM YKpaiHH, BUKOPUCTaHHIO Mepexi [HTepHer y
BOECHHHX IIIJISX;

{Ilynkm 21 yacmunu mpemvoi cmammi 8 i3 3minamu, 6Hecenumu 32i0Ho i3 3akonom Ne 720-

IX 6i0 17.06.2020}

22) 3aidCHEHHS BOEHHO-TIOJITUYHUX, BIMCHKOBO-TEXHIYHMX Ta IHIIUX 3aXOiB JJIA
po3mupeHHsT MOxJMBOcTel BoenHOi opranizamii aep:kaBu, ceKTOpy Oe3neku 1 00OpOHH 3
BUKOPUCTAHHAM KiOEpIIpOCTOPY, CTBOPEHHS 1 PO3BUTKY CHJI, 3aC00IB Ta IHCTPYMEHTIB MOXIIUBOL
BIJIMOBIAI Ha arpecito y KiOepmpocTopi, sika MOXKE€ 3aCTOCOBYBATHCS SK 3aci0 CTpUMYBaHHS
BOEHHHX KOH(QTIKTIB Ta 3arpo3 3 BUKOPUCTAHHAM KiOepIpoCTopy;

23) oOMexeHHs yJacTi y 3axo0/1ax i3 3a0e3neueHHs iHpopMaIliitHoi 0e3meku Ta Kibepoe3neku
Oyab-KuX Cy0’€KTIB rOCIOJNApIOBaHHs, sIKi mepeOyBarOTh MiJ KOHTPOJEM IepXKaBH, BU3HAHOI
BepxoBHoto Pamoro Ykpainu nepkaBoro-arpecopom, ado JepkaB Ta 0ci0, CTOCOBHO SKHX JIIOTh
crieniaibHi €KOHOMIYHI Ta 1HII OOMEXyBallbHI 3aX0/A1 (CaHKIIi), MPUIHATI HA HALlIOHAJTHHOMY
a00 MI>KHapOJAHOMY PiBHI BHACIIIOK arpecii moao YKpainu, a TakoK 0OMEKEHHS BUKOPHUCTAHHS
IPOAYKIii, TEXHOJOTIH Ta TMOCIyr TakuX CyO’€KTiB Juii 3a0e3leueHHs TEXHIYHOTO Ta
KpunrTorpadiqyHOro 3axwcTy JAEp>KaBHUX 1H(POPMALIMHUX PECYpCiB, MOCUJICHHS IEP>KaBHOTO
KOHTPOJIIO B 1iii cdepi;

24) po3BUTKY CHUCTEMH KOHTPPO3BiyBaJbHOTrO 3a0e3nedeHHs kibepOesneku, Mpu3HayeHol
JUI 3amo0IraHHs, CBOEYACHOTO BUSBJIEHHS Ta MPOTHJII 30BHIIIHIM 1 BHYTPILIHIM 3arpo3am
Oe3neni YKpaiHu 3 BUKOPUCTAHHSAM KiOepIpoCTOpY; YCYHEHHS YMOB, 1110 IM CIIPUSIIOTb, Ta IPUYHH
1X BUHUKHCHHS,

25) mpoBeACHHS PO3BiyBAILHUX 3aXO/IB 13 BUSIBIICHHS Ta MPOTHIIi 3arpo3aM HalliOHAIbHIH
Oesrieri YKpaiHu y KiOepnpocTopi, BUSBICHHS 1HIIUX TOJIIA 1 00CTaBUH, IO CTOCYIOThCS cepu
KibepOe3nexu.

4. Tlopsnox ¢yHKUiOHYBaHHS HarioHanbHOI TeJleKOMYHIKaLIiHOI Mepexi, KpuTepii,
IpaBWJia Ta BUMOTH II0JI0 HAJaHHS MOCIYT, iX Tapuikallii 1j1s KOpUCTyBauiB Or0KeTHOI chepH,
BIIIKOAYBAaHHS  BUTpaT  JepXaBHOro  OropkeTy Ha  yTpuManHHs  HarionanbHoi
TEJEKOMYHIKallIifHOT Mepexi 3aTBepaKytoThecsl Kabinerom MiHicTpiB YkpaiHu.

5. BmpoBapkeHHS OpraHi3amiifHO-TEXHIYHOI Mojeni KibepOe3neku sK  CKIIAJ0BOi
HaIllOHAJBLHOT CUCTEMHU KiOepOe3neKkn 3iMCHIOEThCs JlepKaBHUM IEHTPOM KiOep3axucTy, KU
3a0e3mneuye CTBOPEHHS Ta (PYHKIIOHYBAaHHS OCHOBHUX CKJIAJIOBUX CUCTEMH 3aXHUIIEHOTO JOCTYITY
Jep’)KaBHUX OpraHiB 10 Mepexi I[HTepHeT, CHCTeMH aHTHUBIPYCHOTO 3aXHCTy HalllOHAJbHUX
iHpopMaLiiHUX pecypciB, aynuTy iHpopmaliiHOI Oe3mekn Ta cTaHy Kibep3axucTy 00’ €KTiB
KpUTHYHOT iHGOpMaIiitHOT iIH)PACTPYKTYPH, CHCTEMH BUSBIICHHS BPa3JIMBOCTEH 1 pearyBaHHs Ha
KiOepiHIUACHTH Ta KibepaTaku MO0 00 €KTIB KiOep3axHCTy, CHUCTEMH B3a€EMOJIl KOMaHJ
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pearyBaHHS Ha KOMII' FOTepHI HaJ3BUYAlHI MOJIi, a TAaKOX Yy B3a€MOJIi 3 1HIIMMH CyO’eKTaMu
3a0e3neueHHs KiOepOesnekn po3poliisse CrieHapii pearyBaHHS Ha KiOep3arposd, 3aX0Jd OO0
MPOTHU/IIT TAKKM 3arpo3am, MporpamMM Ta METOIUKH MTPOBEICHHS KiOCpHABYAHb.

6. Opranu jaepxaBHOi Biaad, BIMCHKOBI (pOpMyBaHHS, YTBOPEHI BIIIOBIIHO JO 3aKOHIB
VYkpainu, nepxaBHI MiANPUEMCTBA, YCTAaHOBM Ta OpraHizallii 3 METOI0 YCYHEHHS MOXJIMBUX
HACJI1JIKIB KIOEpIHIIMACHTIB Ta KibepaTak CTBOPIOIOTh Pe3€pBHI KOMii HalllOHAIbHUX €JIeKTPOHHUX
iHpOopMaLiiHUX pecypciB, 110 epeOyBaroTh y iX BOJOAIHHI 200 pO3MOPSIKEHH] Ta € KPUTHUHUMHU
JUIg 1X cTajnoro (hyHKLIOHYBaHHS, Ta MepelaroTh iX Ha 30epiraHHs 10 HaiioHaabHOro HEHTpY
pe3epByBaHHs Jep)KaBHUX 1H(GOpMALIHUX pecypciB, KpiM THX, Tepenada SKUX OOMexeHa
3aKkoHO1aBCTBOM. [Topsiok mepenadi, 30epekeHHs 1 JOCTYITY 10 3a3HAYCHHUX KON BU3HAYAETHCS
Kab6inerom MiHicTpiB Ykpainu.

HamionansHuii IEHTp pe3epByBaHHs JepKaBHUX 1HPOPMAIIHUX PECYpCiB 3a0e3meuye:

1) Ge3mepepBHICTh pOOOTH BIATIOBIAHOTO HAIIOHAIBHOTO €JIEKTPOHHOTO 1H(OpMAaIIHHOTO
pecypcy, pe3epBHOTO KOMiOBaHHS iHQOpMAIll Ta BIJOMOCTEH HaI[IOHAIBLHOTO EJIEKTPOHHOTO
1H(}OpMAIIHHOTO pecypcCy Uuepes €1MHI OCHOBHHH Ta PE3epBHUI 3aXHUIIEH] IIEHTPU OOPOOKH JaHUX
(aTa-LeHTpH), IpU3HAYEH1 17151 0OpOOKM HALIOHAJIBHUX €JEKTPOHHUX 1H(QOpMAIIITHUX pecypciB,
PE3epPBHOTO KOIIIOBaHHS HALIOHAIBHUX €JIEKTPOHHUX 1H(POPMALIHUX PECYPCIB;

2) HagiiiHe (YHKIIOHYBaHHS CEpPBEPHOrO OOJIAHAHHS, CUCTEMH 30epiraHHs JIaHUX,
aKTHBHOTO MEPEKEBOro OOJagHAHHS, apXiTEKTYpPHO-TEXHIUYHHX pillleHb MO0 PE3EPBHOTO
KOMiIOBaHHS ¥ ayOmioBaHHS iH(GOpPMAIIMHUX CHCTEM, NOCTIHHO Mpaloyuoi iHXEeHEpHOI
iH(pacTpyKTypH;

3) 3aificHeHHST 000B’SI3KOBOIO KOHTPOJIIO 32 CTATUCTUYHUMH JaHUMHU POOOTH 3 (PI3UYHOIO
3aXMCTy 00 €KTIB, CUCTEMHU YIIPABIIHHS Ta MOHITOPUHTY 1H(QOPMALIHHUX CHCTEM, KOMILIEKCY
opraHizaiiifHuX 3axo0/IiB;

4) po3poOiieHHs, CTBOpeHHsS (MOOYIOBY), MOJCpHI3AIiI0, PO3BUTOK, BIPOBAKCHHS Ta
CYNpPOBOKCHHS TIPOrpaMHOro 3abe3nedeHHs iHdopMmamiiiHoi cuctemu (muiatopmu) as
moOy/I0BU Ta BEICHHS PEECTPIB;

5) mepemillieHHs MPOTATOM Mepioy Jii IPaBOBOIO PEKUMY BOEHHOI'O CTaHy B YKpaiHi Ta
IIECTH MICSIIB TMICJisg MOro MPUINMHEHHS YU CKacyBaHHS pPE3EPBHMX KON HaI[lOHAJbHUX
eJIEKTPOHHMX 1H()OPMAIIITHUX pecypciB 10 €IEKTPOHHUX KOMYHIKAIIHUX MEpex 3aKOPJIOHHUX
JUIUIOMaTUYHUX YCTAaHOB YKpaiHU B MOPsAKY, BcTaHOBIIeHOMY KaGineTom MiHicTpiB YkpaiHu.

{Hacmuny wocmy cmammi 8 oonosneno nyHkmom 5 32iono i3 3axonom Ne 2130-1X 6io
15.03.2022}

{Cmammio 8 donosneno wacmunow wocmoio 32i0Ho i3 3axonom Ne 1907-1X 6io 18.11.2021}

Crarra 9. YpsagoBa KoMaH/Ia pearyBaHHS Ha KOMII'IOTE€pHI Haa3BUYaiHI MoJil YKpaiHu
CERT-UA

1. 3aBganusmu CERT-UA e€:

1) HaKOMMYEeHHA Ta MPOBEACHHS aHAII3y JaHUX MPO KiOEpiHIMICHTH, BEJCHHS IEPKABHOTO
peecTpy KiOEepIHIIUICHTIB;


https://zakon.rada.gov.ua/laws/show/2130-20#n19
https://zakon.rada.gov.ua/laws/show/2130-20#n19
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2) HaJaHHS BIIACHUKAM 00’ €KTIB KiOep3aXHUCTy MPAKTUYHOI JIOTTOMOTH 3 TUTaHb 3a1100iraHHs;,
BUSIBIICHHS Ta YCYHCHHSI HACTIJIKIB KiOSPIHIIMICHTIB MO0 ITUX 00’ €KTIB;

3) oprani3aiiis Ta IpoBeIEHHs MPAKTUYHUX CEMIHAPIB 3 MUTaHb Ki0ep3axucTy Juist cy0’eKTiB
HAI[lOHAJIbHOI cucTeMU KibepOe3neku Ta BJIaCHUKIB 00’ €KTIB KiOep3axucTy;

4) miAroToBKa Ta PO3MIIIEHHS Ha CBOEMY OQIIiHOMY BeO-CaldTi peKOMEHJAIii 1010
MPOTHIIT CydacHUM BHJIaM Kibeparak Ta Kibep3arpos;

5) B3aeMois 3 MPaBOOXOPOHHUMH OpraHaMu, 3a0€3MeUYeHHs iX CBO€4acHOro 1H(HOPMYBaHHS
npo Kibeparaku;

6) B3aeMOJisl 3 1HO3EMHMMH Ta MDKHApOJHUMH OpraHi3allisiMH 3 NUTaHb pearyBaHHS Ha
KiOEpiHIIUICHTH, 30KpeMa B paMKax ydacTi y Popymi KOMaH/I pearyBaHHs Ha iHIIUIEHTH O€3IeKH
FIRST i3 crimaToro mopiyHUX YJICHCHKUX BHECKIB;

7) B3aEMOJIsS 3 YKpaiHCbKMMH KOMAaHJIaMU pearyBaHHs Ha KOMII FOTepHI HaJ3BHYalH1 MOii,
a TaKoX IHIIMMHU MiJIPUEMCTBAMH, YCTAaHOBaMH Ta OPraHi3alisMU HE3aJeXHO BiA (GopmH
BJIACHOCTI, SIK1 MPOBAATH AISUTBHICTh, TIOB’SI3aHY 13 3a0e3MeueHHsIM 0e3MeKn KibeprpocTopy;

8) ompaltoBaHHs OTPUMAHOI BiJ rpoMaisiH iH(popMaIlii mpo KibepiHIMACHTH M0A0 00’ €KTIB
Kibep3axucry;

9) crnpusiHHsA JAepKaBHUM OpraHaMm, OpraHaM MiCIIEBOI'O CaMOBpSIYBaHHsI, BIHCHKOBUM
(bopMyBaHHSM, YTBOPEHUM BIAMOBIIHO /10 3aKOHY, HIANPUEMCTBAM, YCTAHOBAM Ta OpraHi3alisiM
HEe3aJeKHO BiA (OpMU BIACHOCTI, @ TAaKOXK TrpoMajsiHaM YKpaiHW Yy BUPIMIEHHI MHUTaHb
Ki0ep3axucTy Ta NpoTUIii Kibep3arposzam.

2. 3abe3neuenns ¢yukmionyBanHs CERT-UA 3miiicHioe [lepkaBHa ciyk0a cCrieniaJbHOTO
3B’SI3Ky Ta 3aXUCTy iH(opmamii YkpaiHu y MexaxX MTAaTHOI YHCETHHOCTI Ta BUAUICHUX 00CATIB
(dhiHaHCYBaHHS.

Cratrs 10. [lep>xaBHO-IpuBaTHA B3aeMolis y cepi kidepOe3neku
1. lep>xaBHO-TIpHBaTHA B3aeMOis y cepi KibepOe3neKu 3A1iCHIOETHCS IUITXOM:

1) cTBOpEHHS CUCTEMH CBOEYACHOTO BUSBJIICHHSI, 3aM00IraHHs Ta HeWTpami3alii kibep3arpos,
y TOMY YHUCII 13 3JIy4€HHSIM BOJIOHTEPCHKUX OpraHizaiiii;

2) nigBuIeHHS TU(POBOT TPAMOTHOCTI TPOMAJISH Ta KyJIbTYpH 0€3[1eKOBOTO MOBOKEHHS B
KiOeprpocTopi, KOMIUIEKCHUX 3HaHb, HABUYOK 1 BMiHb, HEOOXIIHHMX I MIATPUMKHU ITICH
KibepOe3nexu, peaizaiii JepKaBHUX 1 TPOMAJICHKUX MPOEKTIB 3 MiJBUIIEHHS PiBHA 0013HAHOCTI
CyCHUIBCTBA OO0 KiOep3arpo3 Ta Kibep3axucry;

3) oOMiHy 1H(OpMaIli€l0 MK JepKaBHUMHU OpraHaMi, IPUBATHUM CEKTOPOM 1 FpOMaIsiHAMU
moao Kibep3arpo3 00’€kTaM KPUTHYHOI 1HQPACTPyKTypH, IHIIUX KiGep3arpo3, kibeparak Ta
KiO€pIiHIUIEHTIB;

4) mapTHepcTBa Ta KOOpAUHALIl KOMaH]| pearyBaHHs Ha KOMIT IOTepHI HaJ3BUYaliHi MOIT;

5) 3aiydeHHs eKCHEepTHOro MOTEHIlially, HAyKOBUX YCTAaHOB, MpodeciiiHuX o0’€HaHb Ta
IpOMaJICbKMX OpraHizamii 10 MIArOTOBKH KIIOYOBHMX Tally3€BHX IPOEKTIB Ta HOPMAaTHUBHUX
JOKYMEHTIB y c(epi kibepOe3neky;



6) HaJgaHHA KOHCYJ'IBTaTI/IBHO.f Ta HpaKTI/I‘lHO.l. AOIIOMOTI'M 3 [TUTAHb pe€aryBaHHs HaA Ki6epaTaKI/I;

7) dbopmyBaHHS 1HILIATUB Ta CTBOPEHHS ABTOPUTETHUX KOHCYJIbTALIMHMX MYHKTIB JUIS
TPOMAJISIH, NPEICTABHUKIB MTPOMHUCIOBOCTI Ta O613HECY 3 METOIO 3a0e3MeUeHHs 0e3MeKH B MepeKi
[HTepHeT;

8) 3ampoBa/pKEHHS MEXaHi3My TPOMAJICHKOTO KOHTPONIO €(QEeKTUBHOCTI 3axOfiB i3
3a0e3nedyeHHs KioepOe3neKku;

9) nepioMYHOro MPOBEACHHS HAI[IOHAJBHOTO CaMiTy 3 MpoQeciiHMMM NocTadalbHUKAMU
0i3Hec-NoCIyr, BKJIIOYAOYM CTPAXOBHKIB, ayJIUTOPIB, IOPHUCTIB, BU3HAUEHHS IXHBOI poJi Y
CHPHUSHHI KpaIioMy YIIPaBIIIHHIO pU3UKaMHU y cdepi kidepOe3nexu;

10) cTBOpeHHS CHCTEMH MiJrOTOBKH KaJpiB Ta MiJBUIIEHHS KOMIIETEHTHOCTI (haxiBIliB
pi3HUX cep MiATLHOCTI 3 MUTaHb KiOepOe3neKu;

11) TicHoi B3aemonii 3 (isuuHUMH o0co0aMu, TPOMAJCHKUMH Ta BOJIOHTEPCHKUMHU
oprasizaiisimu, [T-koMmaHisIMi 3 METOIO BUKOHAHHS 3aX0/1iB KibepoOopoHH B KibeprpocTopi.

2. Jlep>kaBHO-TIpUBaTHA B3aeMOJIisl Y cdepi KibepOe3neKn 3aCTOCOBYEThCS 3 ypaxyBaHHSIM
BCTAQHOBJICHUX 3aKOHOJIABCTBOM OCOOJMBOCTEH MPABOBOTO PEKUMY IIOJO0 OKPEMHUX 00’ €KTIB Ta
OKpEMUX BUIIB JiSTILHOCTI.

Cratrs 11. Crnpusinns cy0’extam 3abe3nedeHHs kidepoe3neku Ykpainu

Jlep:kaBHi OpraHy Ta OpraHd MiCLIEBOTO CAMOBPSITyBaHHS, X 110CaI0B1 000U, AIPHEMCTBA,
YCTAHOBHW Ta OpraHizaiii He3aJIeKHO Bia (OPMH BIIACHOCTI, 0COOM, TPOMaIsIHU Ta 00’ €THAHHS
TpOMaJISIH 3000B’sI3aH1 CIpUATH Cy0’ €KTaM 3a0e3MedeHHsl KioepOe3nekn, MOBIJOMIISATH BiOMI iM
JaH1 1010 3arpo3 HaIllOHAJIbHIN Oe3I1elll 3 BUKOPUCTAHHSIM KiOepIpocTopy ad0 Oy Ib-IKUX 1HITHUX
Kibep3arpo3 o0’ekram KibepOesmneku, KibepaTak Ta/abo oOCTaBHH, iH(OpMAaLis PO sIKi MOXKe
CIPHATH 3aMo0IraHHIO, BUSBJIICHHIO 1 NMPUIWHEHHIO TaKWX 3arpo3, MPOTHAIl KiOep3iounHam,
kibepaTakam Ta MiHiMi3allii X HaCiAKiB.

CratTsa 12. BianoBiganbHicTh 3a MOPYIICHHS 3aKOHOAABCTBA y cdepi kibepbe3nexu

Oco0u, BUHHI y TIOPYIICHH] 3aKOHOJIaBCTBA y c(hepax HalioHaIbHOT OE3MEeKH, eJICKTPOHHUX
KOMYHIKaI[iil Ta 3aXucTy iH(hopMallii, Ko KibeprpocTip € MiciieM Ta/abo criocodoM 3A1iICHEHHS
KPUMIHQJIBHOTO TIPABOTIOPYIICHHS, I1HIIOTO BHHHOTO MJISHHA, BIiANOBIJAJIBHICT 3a SIKE
nepeabayeHa LMBUIBHUM, aJMIHICTPAaTUBHUM, KpPUMIHAJIBHUM 3aKOHOJABCTBOM, HECYTh
BIJIITOBIJAJIBHICTE 3T1AHO 13 3aKOHOM.

{Cmamms 12 i3 3minamu, enecenumu 32i0Ho i3 3akonom Ne 720-1X 6io 17.06.2020}
Crarra 13. @inancoBe 3a0e3nedeHHs 3aX0/1iB KibepOe3neku

Jbxepenamu (iHaHCYBaHHS POOIT 1 3aX0/1B 13 3a0e3neueHHs KibepOe3neku Ta Kibep3axucry
€ KOLITH JIEP>KaBHOTO 1 MICLIEBUX OFOJIKETIB, BIACHI KOLLITH Cy0’ €KTIB rOCIOAAPIOBAHHS, KPEAUTU
0aHKIB, KOLITM MIDKHApOJHOI TEXHIYHOi JOMOMOTM Ta IiHIII JpKepena, He 3a00poHEeHi
3aKOHO/IaBCTBOM.

CratTsa 14. MixHapoaHe CriBpoOITHUIITBO Y cdepi kKibepOe3neku


https://zakon.rada.gov.ua/laws/show/720-20#n424

1. VYkpaima BIANMOBIIHO JO YKJIQJACHHX HEO MDKHAPOJHHUX JIOTOBOPIB 3AIMCHIOE
CHiBpoOITHUNTBO y cdepi KiOepOesnekn 3 1HO3EMHUMH JIepKaBaMH, iX IMPaBOOXOPOHHUMU
opraHaMH 1 CIieliaIbHUMH CTy>K0aMH, a TaKOX 3 MD>KHAPOTHUMH OpraHi3allisiMHu, sSKi 3/1IHCHIOIOTh
00pOoTHOY 3 MI>KHAPOTHOO KiOEP3TOUNHHICTIO.

2. YkpaiHa BiANOBIAHO A0 MIXXHAPOJHHUX JIOTOBOPIB, 3roJla Ha 000B’A3KOBICTh SAKHX HaJaHa
BepxoBuoto Pamoro Vkpainu, Moxke OpaTh ydacTh y CHUIBHUX 3axo/ax 13 3a0e3ledeHHs
KibepOe3nexu, 30kpeMa y MpOBe/IeHHI CIUIbHUX HAaBYaHb Cy0 €KTIB CEKTOPY O€3MeKu 1 000poHH
B paMKax 3aXo0/1B KOJIEKTUBHOI 00OpOHH 3 TOTPUMaHHSAM BUMOT 3aKoHIB Ykpainu "lIpo nopsaok
HanpaBJIeHHs Miapo3autiB 30poitnux Cun Ykpainu 1o iHmux aepxas” ta "IIpo nopsgok nomycky
Ta yMOBHU nepeOyBaHHS MiIpO3A1TiB 30pOMHUX CUJT IHIIKX JIep>KaB Ha Teputopii Ykpainu'.

3. BigmoBigHO 40 3aKOHOAABCTBA YKpaiHW y cdepi 30BHIMIHIX 3HOCHH CYyO €KTH
3a0e3nedyeHHsT KibepOe3nekn y MexaxX CBOiX IMOBHOBRKEHb MOXKYTbh 3IHCHIOBATH MIKHApPOIHY
criBmparo y cdepi kibepOesneku 6e3mocepeIHp0 Ha JBOCTOPOHHIHM 200 6ararocTopoHHi# OCHOBI.

4. Indopmariito 3 nMuTaHb, MOB’SI3aHUX 13 OOPOTHOOIO 3 MIKHAPOJHOIO KiOEP3JI0UMHHICTIO,
VYkpaiHa Hajae 1HO3eMHIN JiepkaBl HA MiJCTaBl 3alUTY, AOJEP)KYIOUHCh BUMOT 3aKOHO/AaBCTBA
VYkpainu Ta 1i MDKHapOJHO-TIPAaBOBHX 3000B’s3aHb. Taka iH(opmaris Moxe OyTu HajgaHa 06e3
HOMEPETHBOTO 3AIMUTY 1HO3EMHOI IePKaBH, SIKIIO 1€ HE TEPEIIKOPKAE TPOBEICHHIO JOCYA0BOTO
pO3CIiAyBaHHS YU CYZOBOTO PO3IJISYy CHpaBH 1 MOXE CHPUATH KOMIIETEHTHHUM OpraHam
1HO3EMHOI JepXaBu Yy MPUIUHEHHI KiOepaTaku, CBO€YACHOMY BHUSBJIEHHI 1 MPUIHMHEHHI
KPUMIHAJIBHOTO MPaBONOPYIIECHHS 3 BUKOPUCTAaHHIM KiOepIpocTopy.

Cratra 15. KoHTpOoJb 32 3aKOHHICTIO 3aX0/iB 13 3a0e3medueHHs KibepOesneku YKpainu

1. KonTpons 3a JOTpMMaHHSM 3aKOHOJABCTBA TMPH 3IIMCHEHHI 3aXOMAIB 13 3a0e3medeHHs
kibepOe3neku 3ailicHioeTbcss BepxoBHoro Pagoro VYkpaiHu B HOpsAKYy, BH3HAYCHOMY
Koncruryuiero Ykpainu.

[TapnaMeHTCHKUIT KOHTPOJIb 32 JOTPUMAHHSM 3aKOHOJABCTBA IMPO 3aXUCT MEPCOHATBHUX
TaHuX Ta jJoctyn g0 TnyOmiyHoi iHGopmarmii y cdepi kidepOe3nmeku 3aiHCHIOETHCS
YnosHoBaxkeHUM BepxoBHO1 Pagu Ykpainu 3 npas JItOIUHH.

2. KoHTponb 3a JIiSUIBHICTIO 13 3a0e3nedeHHs kibepOesneku cyO’ €KTiB CeKTOpy Oe3MleKH 1
000pOHHM, 1HIIMX JEp’KaBHUX OpraHiB 3aiicHIoeThes [Ipesumentom Yipainu ta Kabinetom
MinicTpiB YkpaiHu B mopsaky, Bu3HaueHoMy KoHcTuTy1ti€to 1 3akoHaMu YKpaiHu.

3. HeszanexxHuil ayauT AisUTBHOCTI OCHOBHHMX CYO’€KTIB HAIlOHAJIIBHOI KiOepOe3meku,
BU3HAYEHUX YACTHHOIO JPyror CTarTi 8 I1boro 3akoHy, MO0 €(EeKTHBHOCTI CHCTEMH
3a0e3nedyeHHsT KiOepOe3mekn JepikaBu IMPOBOJIUTHCS IMOPOKY 3TiAHO 3 MDKHApOJIHUMH
CTaH/IapTaMH ayJauTy.

3BITH MPO pe3yJIbTaTH NMPOBEICHHS HE3aJIEKHOTO ayJUTy IisSUIbHOCTI OCHOBHUX CYO €KTIB
HalllOHAJBLHOT Ki10epOe3neKku, BU3HAYEHUX YACTHHOIO JPYrol0 CTAaTTi § I[bOTO 3aKOHY, MO0
e(EeKTUBHOCTI CUCTEMM 3ale3ledeHHs KibepOe3neKkH JepkKaBU 3a MONEpeAHid piKk MOJaroThCs
[IpesunentoBi VYkpainu, BepxoBuiii Pani Vkpainm Ta KaOinery MinictpiB VYkpainu y
COpOKaIl’ ITHACHHUN CTPOK MICIIsl 3aKIHUEHHSI KaJICHIAaPHOTO POKY.

Komiter BepxoBnoi Pamm VYkpainu, 10 mnpeamera BilaHHS SIKOTO HajieXaTh IMUTAHHS
HarioHasbHOT 6e3neku 1 o0oponu, Ta Komiter BepxoBnoi Panu Ykpainu, 1o npeamera BigaHHS
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SIKOTO HaJIS)KaTh MUTAHHs iH(pOpMaTH3alii Ta 3B’53Ky, Ha CBOIX 3aCiIaHHAX PO3IIISAAIOTH 3BITH
OCHOBHHX Cy0’€KTiB HallilOHAIBHOT KibepOe3nekn, BU3SHAYCHUX YaCTUHOO IPYTOI0 CTATTi 8 I[BOTO
3aKoHy, PO PE3yJbTATH HE3AJIEKHOTO ayIUTY iXHBOI AISTIBHOCTI MO0 €()eKTUBHOCTI CHCTEMHU
3abe3neueHHs KibepOe3neKku aepkaBy.

OcHoBHI cy0’€KTH HalllOHAIbHOT KiOepOe3neKH, BU3HAUEH] YaCTUHOIO IPYTOI0 CTATTI § IIbOTO
3akoHy, MOJAIOTh OAWH pa3 Ha pIK 3BITHM MPO CTaH BUKOHAHHS HUMH 3aXOJiB 3 IHUTaHb
3abe3neueHHs KiOepOe3neku Aep)KaBu, BIAHECEHHUX M0 iX KOMIETEHIii, SKi MalTh MICTUTH,
30KpemMa, IHPOPMAIIIIO TIPO PE3YIBTATH MPOBEICHHS HE3AICKHOTO ayAUTY iIXHBOT AISUTHHOCTI.

3a pe3ysibTaTaMu pO3TIISTy 3BITIB OCHOBHUX Cy0’€KTIB HaIllOHALHOI KibepOe3nekn KomiteT
BepxoBHoi Pagu Ykpainu, 1o npeaMera BilaHHS SIKOTO HaJIeXkKaThb MUTAHHA iHpopMaTu3auii Ta
3B’SI3KYy, MOXe€ IMOPYLIMTH IUTaHHS PO po3IiIs] UMX NUTaHb BepxoBHoto Panoro Ykpainu.

[MPUKIHIIEBI TA ITEPEXIZIHI [TOJIOXXEHHA
1. leit 3akoH HaOMUpae YUHHOCTI Yepe3 MIiCTh MICSIIIB 3 THS MOTO OMmyOJIiKyBaHHSI.
2. BHectu 3MiHM 1O TaKUX 3aKOHIB YKpaiHU:

1) crartio 7 3akony Ykpaiau "llpo Hamionaneamii 6ank Ykpainu" (Bimomocti BepxoBHoi
Panu Ykpaiau, 1999 p., Ne 29, cr. 238 i3 HacTymHUMU 3MiHAMH) JOTIOBHUTH mMyHKTamu 32 i 33
TaKOT0 3MICTY:

"32) Bu3HaYae Mops0K, BAMOTHY Ta 3aX0/H 13 3a0e3neueHHs Kibep3axucTy Ta iHpopMauiiHoi
Oe3neKku y 0aHKIBChKiM cuctemi YKpainu Ta [uid cy0’€KTIB Iepekas3y KOIITIB, 3/I1IHCHIOE KOHTPOJIb
3a iX BUKOHAHHSM; YTBOpPIOE IIeHTp Kibep3axucty HarionanbHoro OaHky YkpaiHu, 3a0e3nedye
(GYHKIIOHYBaHHS CUCTEMHU KiOep3axucTy y OaHKIBChbKil cucTeMi Y KpaiHu;

33) 3abe3neuye popMyBaHHS Ta BEACHHS MEPEiKy 00’ €KTIB KPUTUYHOI iHQPACTPYKTypH, a
TaKOXX peecTpy 00’ €KTIB KPUTHYHOI 1H(MOpMAIiHOT 1HPPACTPYKTYpH y OaHKIBCHKIN cHCTEMi
VYkpainu, BU3HaYa€ KpUTepii Ta HOPSIOK BiTHECEHHS 00’ €KTIB Y OaHKIBCHKii cucTeMi YKpaiHu 10
00’€KTIB KPUTHYHOI 1HPPACTPYKTYPH Ta 00’ €KTIB KPUTUYHOI iH(DOpMAIIHHOT 1HPPACTPYKTYPH,
3a0e3mneuye MPOBEACHHS OLIHIOBAaHHS CTaHy KiOep3axucTy Ta ayauTy iH(opMaliiiHoi 6e3nexku y
OaHKIBCBHKIM crcTemi YKpaiHu';

2) y 3axoni Ykpaiau "lIpo o6opony Ykpainu" (Bimomocti Bepxosnoi Pagu Ykpainu, 2000
p., Ne 49, ct. 420; 2011 p., Ne 4, c1. 27; 2015 p., Ne 16, c1. 110; 2016 p., Ne 33, c1. 564):

a) cTarTio 3 micis ab3aiy AeB’ ITHAIISMTOTO JOIMOBHUTA HOBUM a03aIloM TaKoTro 3MICTY:

"3/11iCHEHHS 3aX0/lIB 3 KI0EpOOOPOHHU (AKTUBHOTO KIOEp3axXUCTy) JUIsl 3aXUCTY CYBEPEHITETY
Jiep>KaBU Ta 3a0e3neueHHs i1 000pOHO3/IaTHOCTI, 3an00iraHHs 30poifHOMY KOH(QUIIKTY Ta BiJCiul
30poliHiii arpecii".

VY 3B’513Ky 3 MM ab3a1l ABaALUATHI BBaXKaTH a03a110M JIBaISTh NEPIINM;

0) Apyre pedyeHHs YaCTHHU APYToi CTaTTi 4 TOMOBHUTHU CIIOBaMH "y TOMY YHUCIII IPOBEIEHHS
CHellaJibHuX  omepamiii  (po3BilyBalbHUX, 1H(QOPMALIWHO-TICUXOJOTIYHUX  TOILO) Y
kibepmnpocTopi";

{Ilionynkm 3 nyuxkmy 2 po30iny empamué yuHHicmv Ha niocmasi 3axony Ne 912-IX 6io
17.09.2020}
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{ITlionynkm 4 nynkmy 2 po3oiny empamueé wunHicms Ha niocmaei 3axony Ne 2469-VIII 6io
21.06.2018}

5) a63ar moctuii crarti 3 3akony Ykpainu "[Ipo Ciyx0y 30BHIIIHBOI po3BiAKH YKpaiHu"
(Bimomocti BepxoBuoi Pagu Ykpaiau, 2006 p., Ne 8, ct. 94) micns ciiB "HamioHanpHINA Oe3merti
VYkpaiHn" JOOBHUTHU ciioBaMu "y TOMY 4ucii y kibepmnpocTtopi';

6) y 3akoHi Ykpaiau "IIpo JlepkaBHy cayx0y criemiaabHOTO0 3B’ 3Ky Ta 3aXHUCTy iH(MOpMaItii
VYxpainu" (Bimomocti Bepxouoi Panu Ykpainu, 2014 p., Ne 25, ct. 890, Ne 29, ct1. 946):

a) YacTMHy nepuryctarti 2 Ta al3an ApyruiyacTWHU TMepumioi cTarTi 3 michns CiiB
"KpunTorpadiuHOro Ta TEXHIYHOTO 3aXHMCTy 1HpOpMaIii" JOMOBHUTH CIIOBOM "Kibep3axucry";

0) y yacTusi nepuriii crarri 14:
nyHKT 39 micns ciiB "3a0e3neueHHs PyHKIIOHYBaHHA" TOMIOBHUTH CIOBOM "yps10BOi";
JIOTIOBHUTH MYHKTaMHU 85-92 Takoro 3MicTy:

"85) ¢gopmyBaHHS Ta peaizailisg IepKaBHOI TMONITHKH IMOAO 3aXHCTy y KibeprpocTopi
Jep:kaBHUX 1H(OpMaIiiiHUX pecypciB Ta iHpOpMaLii, BAMOra MI0A0 3aXUCTY SKOI BCTaHOBJICHA
3aKOHOM, KiOep3axUCTy KPUTHYHOI 1H(GOpMaliiHOI 1HPPACTPYKTYpH, 3IIHCHEHHS AEPKaBHOIO
KOHTPOJIIO Y IIHX cepax;

86) KoopauHaIlis TiSTIEHOCTI Cy0’€KTIB 3a0e3MeueHHs KibepOe3neku o0 Kibep3axucry;

87) 3abe3nedeHHs CTBOpeHHs Ta (yHKIIOHyBaHHS HaiioHanbHO1 TeneKoMyHIKaIiiHOT
Mepexi;

88) BIpOBa/KEHHS  OpraHizamifHO-TeXHIYHOI Mojmeni  Kibep3axucry, 3IIHCHEHHS
OpraHizaliifHO-TEeXHIYHUX 3aXO/IB 13 3a100iraHHs, BUSBICHHS Ta pearyBaHHs Ha KiOepiHIMICHTH
1 kibepaTaku Ta yCyHEHHS 1X HACIIJIKIB;

89) indopmyBaHHS PO Kibep3arpo3u Ta BIAMOBITHI METOAH 3aXHUCTY BiJl HUX;

90) 3abe3neueHHs] BIPOBAHKEHHS CHCTEMH aynuTy iHpopMamiiiHoi Oe3nekn Ha 00’eKTax
KPUTUYHOI 1H(PpAaCTPYKTypH, BCTAHOBJICHHS BHUMOT J0 ayJauTOpiB iH(MOpMAaIiiHOT Oe3MeKu, ix
atecraiii (mepearecrartii);

91) koopaMHalisi, OpraHizamisi Ta NPOBEJCHHS ayIUTy 3aXHUILEHOCTI KOMYHIKAI[iMHMUX 1
TEXHOJIOTTYHUX CUCTEM 00’ €KTIB KPUTUYHOI 1HQPACTPYKTYPHU Ha BPA3IUBICTB;

92) 3abe3neueHHs QyHKIIOHYBaHHs JlepKaBHOTO LIEHTPY Kidep3axucry".

3. KaGinery MinicTpiB YKpaiHM y TPUMICAYHHMIA CTPOK 3 JIHS HAaOpaHHS YMHHOCTI LUM
3aKOHOM:

3a0e3MeYnTH MPUIHATTS HOPMAaTUBHO-IPABOBUX aKTiB, HEOOXITHHMX JJIsi peaiizallii 1[boro
3aKoHYy;

IIPUBECTH CBOT HOPMATUBHO-IIPABOB1 aKTH Y BIAMOBIIHICTG 13 UM 3aKOHOM;

3a0e3MeUnTH Meperisi i CKacyBaHHsS MiHICTEpPCTBAMH Ta iHIIUMH IIEHTPAJIbHUMU OpraHaMu
BUKOHABYOI BJIa/IN X HOPMAaTUBHO-TIPABOBHX aKTiB, 1[0 CyNepeyaTh [[bOMY 3aKOHY.
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IIpe3nneHT Ykpainu

M. KuiB
S skoBTHA 2017 poxy
Ne 2163-VIII

ITpo ocHOBHI 3acaiu 3abe3neueHHs KidepOe3neku
VYkpainu

3akoH Ykpainu Bix 05.10.2017 Ne 2163-VIII

Penakuis Bix 17.08.2022, migcrtaBa — 2470-IX

THocmiiina adpeca:

https://zakon.rada.gov.ua/go/2163-19

IMyoaikamii JoKyMeHTA

e I'os1oc Ykpainu Big 09.11.2017 — Ne 208

IL.ITOPOLIEHKO

3akoHOZaBCTBO YKpaiHu
cranoM Ha 06.11.2023
YHHHUI

2163-19

¢ Bizomocti BepxoBnoi Paqu Ykpainm Bix 10.11.2017 — 2017 p., Ne 45, ctop. 42,

crarts 403
e YpsinoBuii kyp'ep Big 15.11.2017 — Ne 215

e Odiuiiinuii Bichuk Ykpainu Big 21.11.2017 — 2017 p., Ne 91, ctop. 31, crarTs 2765,

Kxox akta 87903/2017
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